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1. OBIIIASI XAPAKTEPUCTHUKA PABOYEI ITPOTPAMMBI
IMPO®ECCHUOHAJIBHOI'O MOJVYJIA OII1.01

1.1. Heap n nianupyemblie pe3yJibTaThl 0CBOEHHUsI NPO¢eCcCHOHATIBHOI0 MOAYJIS

B pesynbrate m3ydeHus npo(ecCHOHAIBHOTO MOAYNSA CTYAEHT JOJDKEH OCBOMTH OCHOBHOWM BHI
JEATENbHOCTH «JKCIUTyaTallsi aBTOMATH3UPOBAHHBIX (MH(MOPMAIMOHHBIX) CHUCTEM B 3allUIIEHHOM

HCIIOJIHCHUW» U COOTBCTCTBYIOIIHUEC CMY HpO(bGCCI/IOHaJIBHBIe KOMIICTCHIIMH, 06H_[I/Ie KOMIICTCHIIMH.

1.1.1 IlepeveHn oOITUX KOMIETEHITUN

Kon HanmeHoBaHHe 001X KOMIIETEHITHIA

OK 1 Bri6upaTh criocoObl pemieHus 3aaad npodecCuoHaNbHON ASITENbHOCTH MPUMEHUTENIBHO K
pa3IMYHBIM KOHTEKCTaM.

OK 2 Hcnonp30BaTh COBpEMEHHBIE CPEACTBA MOUCKA, aHAJIM3a U MHTEpIpeTaluu uHpopmManuu u
uH(GOPMAIIMOHHBIC TEXHOJIOTUH JJIsl BEITIOJTHEHHMSI 32/1a4 MPOPECCHOHATBHOMN JICITeIbHOCTH.
[TmaHupoBaTh W peam30BBIBATE COOCTBEHHOE MPO(PECCHOHATBHOE U JIMYHOCTHOE PA3BHUTHE,

OK 3 peIPUHUMATEIBCKYIO ACSITeNbHOCTh B MPO(ecCHOHaNbHON cepe, UCTOIb30BaTh 3HAHUS
110 (rHAHCOBOM rPaMOTHOCTH B PA3JIMYHBIX )KU3HEHHBIX CUTYaIUSX.

OK 4 O} dexTuBHO B3aUMOIEHCTBOBATh U PabOTaTh B KOJUIEKTUBE M KOMAH/IE.

0K 5 OcCymiecTBISITh YCTHYIO M THUCHBMEHHYIO KOMMYHHUKAIIMIO HAa TOCYJapCTBEHHOM S3BIKE
Poccuiickoii @enepalinu ¢ yueToM 0COOEHHOCTEH COLIMATBHOTO U KYJIBTYPHOTO KOHTEKCTA.
[IposiBASATE  IPaKIaHCKO-TIATPUOTHUYECKYIO TO3HIMIO, JEMOHCTPUPOBATH OCO3HAHHOE

OK 6 MOBEJICHUE HAa OCHOBE TPAJAMIIMOHHBIX POCCUKMCKUX TYXOBHO-HPABCTBEHHBIX LIEHHOCTEM, B
TOM YHKCJIE C YYETOM TapMOHM3AIMH MEXKHAIIMOHAIBHBIX U MEKPEIUTHO3HBIX OTHOIICHHM,
MIPUMEHATh CTaHAPThl AHTUKOPPYILIMOHHOIO OBEACHUSI.

CopeiicTBOBaTh COXPAHEHMIO OKPYXKAIOLIEH Cpelbl, PecypcocOepeKeHUI0, MPUMEHSThH

OK 7 3HaHUA OO0 HM3MEHEHUH KIMMaTa, MPHUHIMIBI OEpeKIMBOrO MPOU3BOJCTBA, 3((HEKTHBHO
JICCTBOBATh B YPE3BbIYANHBIX CUTYAIUSIX.

Hcnonk3oBath cpeacTBa GU3NUYECKON KYIbTYphI A COXPAHEHUS U YKPEIUICHUS 370POBbs B

OK 8 npouecce Mpo(ecCHOHATBbHOM AESITeNbHOCTH M MOJAJIEp)KaHUs HEOOXOIWMOI0 YpOBHS
bu3HYECKOM MOATOTOBIEHHOCTH.

OK 9 [Tonp3oBaTbes MpodecCHOHATBHOM JTOKYMEHTAIlUe Ha TOCYJapCTBEHHOM M MHOCTPAHHOM

SA3bIKAX.

1.1.2 Tlepeuenp npodeccnoHaIbHBIX KOMIIETEHIINN

Kon HaumeHoBaHue BUI0B 1eITeJIbHOCTH U MPOodecCHOHATbHBIX KOMIIeTeH it

B/l 1 | DOkcrutyaranusi aBTOMaTU3MPOBAHHBIX (MH(GOPMAIIMOHHBIX) CUCTEM B 3aLIUIIEHHOM HCIIOJHEHUN
[IpousBoauTh YCTaHOBKY u HacCTpOUKY KOMIIOHEHTOB ABTOMATHU3UPOBAHHBIX

IIK 1.1 | (MHPOPMALIMOHHBIX) CHUCTEM B 3AIIMIICHHOM HCIOJIHEHUH B COOTBETCTBUU C TpPEOOBaAHHUSIMHU
SKCILTYaTalMOHHOW TOKYMEHTAIUH.

K 1.2 AJMUHUCTPUPOBATH IIPOrpaMMHBIE u IIPOrpaMMHO-aNMapaTHbIE KOMITOHEHTBI

"~ | aBTOMaTU3MpPOBaHHON (MHPOPMAIIMOHHOI) CUCTEMBI B 3alIUIIIEHHOM HCIIOJIHEHHUH.

ObecneunBaTth Oecriepe0oiiHy0 pabOTy aBTOMATH3MPOBAHHBIX (MH(POPMALMOHHBIX) CUCTEM B

IIK 1.3 | 3amumieHHoM  UCMOJIHEHHH B COOTBETCTBMHM C  TPEOOBAHUSMH  DKCIUTyaTallMOHHOM

JIOKYMEHTAIUU.




OCyIecTBIATh MPOBEPKY TEXHUYECKOTO COCTOSHUS, TEXHUUYECKOE OOCITYy’)KMBAaHHE M TEKYIIHHA

I[IK 1.4 | peMOHT, ycTpaHSATH OTKa3bl M BOCCTaHABIMBATh PAOOTOCTIOCOOHOCTh ABTOMATH3WPOBAHHBIX

(uH(MOPMAITMOHHBIX) CHCTEM B 3aLUIIEHHOM HCIIOJIHEHHH.

1.1.3 B pe3ynbraTe 0cBOEHUS NPOGECCUOHAIBHOTO MOYJISI CTYAEHT JOJIKEH:

UMETH
MPAaKTUYECKU I
OIBIT B:

YCTAaHOBKM W  HACTPOWKM  KOMIIOHEHTOB CHCTEM 3allUThl  HMH(OpMAINH
ABTOMATHU3UPOBAHHBIX (MH(DOPMAIIMOHHBIX) CHCTEM;

AIMUHHUCTPUPOBAHUA aBTOMATU3UPOBAHHBIX CUCTCM B 3allIUILICHHOM HUCIIOJIHCHHHU,

OKCIUTyaTalli KOMITOHEHTOB CHCTEM 3aIlUThl WH(POpPMAIMK aBTOMATHU3UPOBAHHBIX
CHCTEM;

JUArHOCTUKU KOMIIOHEHTOB CHCTEM 3aIlUThl MH(OPMAIMK aBTOMAaTHU3MPOBAHHBIX
CHCTE€M, YCTPaHEHUS  OTKa30B W  BOCCTAHOBJICHUS  pabOTOCIOCOOHOCTH
aBTOMAaTU3UPOBAHHBIX (MH(OPMAIIMOHHBIX) CUCTEM B 3alUILEHHOM HCIIOJIHEHUH

3HaThb.

COCTaB U MPHUHIIMITEI PA0OTHI ABTOMATH3UPOBAHHBIX CUCTEM, ONEPAI[HOHHBIX CUCTEM
U Cpex;

OPUHIMUIBL  pa3pabOTKM  AJITOPUTMOB  IPOrpamMM,  OCHOBHBIX  IIPHEMOB
IPOrPaMMUPOBAHUS;

Mozeny 0a3 JaHHBIX;

NPUHIUITBI TTOCTPOCHUS, PU3MUCCKIE OCHOBBI pa0OTHI IepU(EPUUHBIX YCTPOUCTB;

TCOPCTUUICCKHUEC OCHOBBI KOMIIBIOTCPHBIX CeTe M MX afrapaTHblX KOMIIOHCHT,
CCTCBbBIX MO,Z[eHeﬁ, IIPOTOKOJIOB U ITPUHIHUIIOB aApCCallum;

MNOpAAOK YCTAHOBKM M BBOJAa B S3KCIUTyaTallMKO CPEACTB 3allIHUThI I/IH(1)OpMaI_[I/II/I B
KOMITBIOTCPHBIX CCTAX,

NPUHIUIBI  OCHOBHBIX METOJOB OpPraHM3alldd W TPOBEICHHUS TEXHHYECKOTO
0OCITy)KMBaHHsSI BBIYUCIUTEIBHOW TEXHHUKH W JAPYIMX TEXHUYECKUX CPEJCTB
UHPOpPMATU3ALUH.

CpeACTBa M MPUHIIUIIBI 3aIIUTHI OTIEPAIIHOHHBIX CHCTEM;
croco0Bbl 3alMThI HH(pOpMalMK B 6a3ax JTaHHBIX

YMETh:

OCYIIECTBIIATh KOMIUIEKTOBAHHUE, KOH(UTypHpOBaHUE, HACTpPOUKY
ABTOMATHU3UPOBAHHBIX CHCTEM B 3alllMUIICHHOM HCIOJHEHUM KOMIIOHEHT CHCTEM
3alUThl UH)OPMAIIMM aBTOMAaTU3UPOBAHHBIX CUCTEM;

OpPraHu30BbIBaTh, KOH(PUIYpHpPOBATH, MPOU3BOJAUTH MOHTAX, OCYIIECTBIAThH
JUArHOCTUKY M YCTpPaHSATh HEHMCIPAaBHOCTH KOMIBIOTEPHBIX CeTel, paboTaTh ¢
CETEBBIMU ITPOTOKOJIAMU PA3HBIX YPOBHEH;

OCYILLECTBIISATh KOH(UTYpHpOBaHUE, HACTPOWKY KOMIIOHEHT CHCTEM 3alUThI
MH(pOpMalliy aBTOMAaTU3UPOBAHHBIX CUCTEM;

MPONU3BOJAWUTE YCTAHOBKY, aJallTallkui0O U COIIPOBOXICHHUE THUIIOBOI'O0 IMPOrpaMMHOI0
06CCH6“ICHI/IH, BXOIAIICTO B COCTaB CUCTEM 3alllUThI I/IH(I)OpMaLII/II/I
aBTOMaTHSHpOBaHHOﬁ CHCTCMBI

HacTpauBaTh W YCTPaHATh HEUCIPABHOCTH HPOrPAMMHO-AIIAPATHBIX CPENCTB
3alIUThl UHQOPMAIIMK B KOMITBIOTEPHBIX CETSX M0 33/1aHHBIM IPaBUIIaM;

o0ecrieunBaTh pabOTOCIIOCOOHOCTh, OOHAPYKUBATh U YCTPAHATh HEUCIIPABHOCTH
CpeCTBa ¥ MPHUHIIHUIIBI 3aIUThI ONIEPAIIMOHHBIX CHCTEM;
CHOCOOBI 3alMThHI HH(pOpMAIUK B 6a3ax TaHHBIX




1.2 KonndecTBo 4acoB, OTBOAMMOE Ha OCBOEHHUE PO ECCHOHAITBHOTO MOTYJIS
Bcero 730 vacos:
u3 HuX Ha ocBoeHne MJIK — 496 yacoB, B TOM YKCII€ HA CAMOCTOSITENILHYIO padoTy 844.
Ha IPaKTUKH, B TOM 4ncie yueOHyto 144 yaca u npou3BOJCTBEHHYIO 72 yaca,
- HK3aMeH 110 MOAYIIO 18 4acoB, B TOM YKCIIE HA CAaMOCTOATENbHYIO pabOTy IO MOJArOTOBKE 2 YacOB



2. CTPYKTYPA U COAEP KAHUE ITPO®ECCHUHOHAJIBHOT'O MOAYJISA

2.1. CTpykTypa npo¢eccCuoHaILHOT0 MOIYJIs

- O06beM podeccnoHaATIBLHOT0 MOYJIsI, AKATeMHYECKHE YaChl.
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1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
MK 01.01 Onepaunonnsie cucrembr | 103 | 86 40 36 4 6 15 2
M/IK.01.02 Ba3bl 1aHHBIX 103 86 36 40 4 6 15 2
IQI/I[{Iq[)I;pON}a(L)Ii I/(IjeTI/I U CUCTEMBI IOaYH 16 38 18 20 8
OK 01-09
MK 1.1-1.4 M/IK 01.04 DkcrutyaTtanus
ABTOMATHU3MPOBAHHBIX 122 | 101 66 30 9 3 20 1
(MHQOPMAaIIMOHHBIX CUCTEM) B
3aIMIIEHHOM HUCIIOJIHEHNH
M/IK 01.05 DkcrutyaTtarus 122 | 101 | 36 60 9 3 20 1
KOMIBIOTEPHBIX CHUCTEM
OK 01-09
K 1.1-1.4 Y4yeOHas npakTuka 144 | 144 144
OK 01-09
K 1.1-1.4 IIpousBoacTBeHHAS MPAKTHKA 72 72 72
OK 01-09 JK3aMeH 110 NPodecCHOHATBHOMY
[IK1.1-1.4 MO1YJII0 18 16 4 12 2
Bcero 730 | 644 | 196 | 186 12 18 144 12 4 12 78 8




2.2. TemaTnyeckwuii nj1an u coxepxkanue npodeccuonaabHoro moayas (ITM.01)

HaumeHnoBanue
pa3aesioB U TeM
npo¢ecCHOHATBLHOI0
monyJas (IIM),
MEKIM CUUIITHHAPHBIX

Conep:xanue yueOHOro MaTepuaJia, JJjadopaTtopHbie padoThl U NPAKTHYECKUE 3aHATHS,
caMoCTOsITe/IbHAsI padoTa 00y4ar0IMXCs

O0BeM yacoB

kypcoB (M/IK)

1 2 3
MAK.01.01 OnepanoHHbIE CHCTEMBbI 103/2,86
Pa3nes 1. DiieMeHTHI TeOpHUH onepalioHHbIX cucTeM. CBONCTBa ONlePAIlMOHHBIX CHCTEM

Conep:kanue
Tema 1.1. Omnpenenenue onepanuoHHON cucteMbl. OcHOBHbIE NOHATHA. VCTOpHs pa3BUTHS ONEpPALMOHHBIX
OcHoBBI TEOPHUH cucreM. Bunel onepaunonHbix cucrteM. Kiaccudukanus oOnepalnuoOHHBIX CHCTEM [0 Pa3HbIM 6
OINIEPALIMOHHBIX CUCTEM | mpu3HakaM. OnepanuoHHas cucTeMa Kak HHTep(deidc MeXAy NpOorpaMMHBIM M  anlapaTHBIM
obecnieyenreM. CrcTeMHble BbI30BBIL. VccienoBanus B 001aCTH ONEPALIMOHHBIX CUCTEM.
Conep:xanue
3arpy3unk OC. Maunumanu3zauus annapatHbeix cpeacts. [lpouece 3arpysku OC.
[Tepenocumocts OC. MammunHo-3asucuMble Moaynu OC. 3agaun OC 1o ynpapieHHUIO OlepalusIMU
Tema 1.2. Maumnro- BBOJA-BbIBOAA. MHOrocinoiHas MoOZAeab IOACUCTEMbI BBOAa-BeiBoAa. J[lpaiiepsl. Ilomnepikka 8
3aBHCHMBIC 1 onepanuii BBOJa-BbIBOJIA.
MAIIHHHO- Pabota c ¢aiinamu. QaiinoBas cucrema. Buasl QaiinoBeix cucrem. ®dusnueckas opraHuzanus
HE3ABUCHMBIC daitnoBoil cucreMsl. Tunsl ¢aiinos. PailsioBele onepaluy, KOHTPOJIb A0CTYMA K (aigam.
cBoncTBa TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT
OIIEpalMOHHBIX
CHCTEM Bupryansubie Mamusbl. Co3ganue, Moaudukanus, padora
Ycranoska OC 8
Cozranue 1 U3y4eHHe CTPYKTYPBI pa3/IeloB JKECTKOTO IUCKa
Onepauuu ¢ daitiamMu
Tema 1.3. Coxaepianue
MoxynbHas cTpykTypa | OK3041po. Mozienb KIMeHT-cepBep. Pabota B pexume nomp3oBareins. Pabota B KOHCOIBHOM PEXHME. 2
OTIepAIHOHHEIX crcTeM, | OOOMOYKH ONEePalMOHHBIX CHCTEM.
IPOCTPAHCTBO TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT
10JIb30BATENS PaboTa B KOHCOJIBHOM M IpauecKOM peKuMax 2




Tema 1.4.
VYupaBiieHue MaMsIThio

Conep:xkanue

OcHoBHOe ympaBieHue maMaTeio. [loakaduka. BupryanbHas maMaTh. AJTOPUTMBI 3aMEIICHUS CTPAHHII.
Bonpocel pa3paboTku CHUCTEM CO CTPaHUYHON OpraHu3anueil mamsaTH. Bompocsl peanu3ariui.
CerMmeHTanus maMsaTh

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

MOHI/ITOPI/IHI‘ 3a UCIIOJIB30BAaHUECM IIaMATH

Conep:xanue
[Tonsitme mporecca. [lonstue moroka. [ToHATHE TpHOpPHUTETa W OYEPENU MPOIECCOB, OCOOCHHOCTH
;l;eMa 1.5. MHOTOIPOIIECCOPHBIX CUCTEM. MeXITPOIeCCOPHOE B3aUMOJICHCTBUE
H;(I))L?:ff;fi [TonsiTie  B3aMMOOJIOKUPOBKU.  Pecypchl,  oOHapyxeHHEe  B3aMMOOIOKHpPOBOK.  M30eranme
B3anMO0JI0KUPOBOK. [IpenoTBpailieHre B3auMOOIOKHPOBOK
MHOTOIPOIIECCOPHbIE =
CHCTEMEL TemaTuKa NpaKTHYECKUX 3aHATHI M J1a0OpPaTOPHBIX padoT
YnpasieHue npoleccammny
HaburoieHue 3a uCnoJIb30BaHUEM PECYPCOB CHCTEMBbI
Conep:kanue
TpeOGoBanusi, mnpuMeHsieMble K BuUpTyanu3anuu. [wumnepBuzopsl. TexHonorun d>PPEeKTUBHOM
Tema 1.6. BUpTyan3auuu. Bupryanusanus namsatu. BupTyanusanus BBoJa-BbIBOAA. BUpTyalbHbBIE yCTPOMCTBA.

Bupryanuzanusa u
00J1aYHEBIC TEXHOJIOTHHI

Bomnpocs! nuiieH3upoBanms

O6uiaunble TexHosioruu. McenenoBanust B 00J1aCTH BUPTYaJIU3alluy U 00JIaKOB

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT

W3ydenne npumepoB BUpTyalibHbIX MauH (VMware, VBox)

Pa3pen 2. BezonacHocTh

ONCPAMOHHBIX CUCTEM

Tema 2.1.

[TpyHIMIIBI TOCTPOEHHUS
3aluThl HTHGOPMAUU B
OIlEpalMOHHBIX
cUcTeMax

Conep:xanue

[Tonstue 6e3omacHoctn OC. Knaccudpukamus yrpoz OC. McroyHuku yrpo3 HHGOpMAIMOHHON
Oe3omacHOCTH M 00BEKTHl Bo3zaeWcTBUs. [lopsmok obecrneueHus: 6e3omacHOCTH MHGOpPMALMU TPU
JKCIUTyaTalu onepanroHHbIX cucteM. [lltatHble cpenctBa OC juist 32U Th HH(QOPMALIHH.

AyTeHTu]uKaIMs, aBTOpU3aLMS, AYAUT.

TemaTuka NpaKTHYECKUX 3aHATHI M J1a00PATOPHBIX padoT

YnpaBieHrue y4eTHbIMU 3alIUCSIMU MOJIb30BATENEH U IOCTYIIOM K pecypcam

AyauT COOBITHI CUCTEMBI

I/ISYLICHI/IC IITATHBIX CPCACTB 3alIUTHI I/IH(I)OpMaI_II/II/I B OIICPALNMOHHBIX CUCTCMAX

Pa3znea 3. OcoOeHHOCTH padOThl B COBPEMEHHBIX ONEPANMOHHBIX CHCTEMAaX




Conep:xkanue

0030p cucrems Linux. [Iporeccer B cucreme Linux. Ymnparnenue namsaTeio B Linux. BBoa-BeIBOA B

Tema 3.1. cucreme Linux. @aiinoBas cucrema UNIX. 6
Onepannontbie Onepanmonnsie cuctembl cemerictea Mac OS: 0coOeHHOCTH, MPEUMYIIIECTBA U HEAOCTATKH.
cuctembl UNIX, Linux, | Apxurekrypa Android. [Ipunoxxennst Android
MacOS u Android TemaTHKa NPAKTHYECKUX 3aHATHI U J1a00PATOPHBIX PadoT
Coznanue nuctpubpiotuBalinux. YcTaHoBKa. 4
Pa6ora B OC Linux.
Conep:xanue
Tema 3.2. Crpykrypa cucremsl. Ilpomeccel m motoku B Windows. YmpaBineHue mnamsatbio. BBOI-BBIBOJ B 2
Omnepanmonnas cucrema | Windows.
Windows TeMaTuka NPaAKTHYECKHUX 3aHATHH U JIA00OPATOPHBIX PadoT
YcraHoBKa U niepBUYHAas HacTpoiika Windows. 2
Conep:xanue
Tema 3.3. OcnoBHoe HazHaueHue cepBepHbIx OC. Ocobennoctu cepBepubix OC. Pacnpenenennsie aiinoBsie 2
CepsepHbie CHCTEMBI.
onepalnyoHHbIC TeMaTuka NPaAKTHYECKHUX 3aHATHH U JIa00OPATOPHBIX PadoT
CHUCTEMBI Pabora c cereBoii (hailI0BOM CHCTEMON. 4
Pabora c cepBepnoit OC, nanpumep, AltLinux.
KoHcyabTanum K 3K3aMeHy 4
JK3aMeH 6
TemaTtuka camocrosTeabHOH padorsl npu ndydyennu MJIK.01.01
Cucrematnueckasi nmpopadOTKa KOHCIIEKTOB 3aHSTHUM, y4eOHOW M CHEeIUaIbHOM TEXHUYECKOW JUTepaTypsl (IO BOIpocaM K
naparpadam, riaBaM yueOHBIX TOCOOUI, COCTaBICHHBIM MPEIO1aBaTEIIeM )
[ToaroroBka K NpakTUYECKUM pabOTaM C UCIOJIH30BAHUEM METOAMYECKUX PEKOMEHIAIMKM MpernoaaBaTensi, ohopMIIeHHE
MPAKTUYECKUX pabOT, OTYETOB K UX 3aIIUTE. 15
Coznanue BUPTYaIbHOM MalINHBbI.
YcTaHOBKa ONEpPallMOHHON CUCTEMBI.
Ananu3 xxypHaina ayaura OC Ha paboueM mecTe.
N3ydyeHne aHanmUTHYECKUX 0030pOB B 001aCTH MOCTPOCHUS CUCTEM 0€30MaCHOCTH OTEPAIIMOHHBIX CUCTEM.
CamocrosiTesibHasi padoTa K IK3aMeHYy 2
MJIK.01.02 Ba3bl JaHHBIX 103/2,86

Pa3nes 1. OcHoBBI Teopuu 023 JaHHBIX




Tema 1.1.
OCHOBHBIE TTOHATUSI
Teopuu 0a3 NaHHBIX.
Mopenu JaHHBIX

Conep:xkanue

[Tonsitue 6a3bl MaHHBIX. KOMIIOHEHTHI CHCTeMBI 0a3 JaHHBIX: JaHHBIC, amlmapaTHOEe obOecIredeHue,
nporpaMMHoOe oOecriedyeHHe, Ioyb3oBareld. OIHOIOIB30BATeILCKUE H MHOTOIOJIB30BATECILCKHE
cuctembl 0a3 maHHBIX. VHTerpupoBaHHble W o0mue naHHble. OOBEKTHI, CBOWCTBA, OTHOIICHHS.
I{eHTpaan30BaHHOE YIIPABICHHUE JAaHHBIMUA, OCHOBHBIC TPEOOBAHMSI.

MOI[eJII/I JaHHBIX. I/Iepapanecxue, CCTCBBIC W PCIIIUOHHBIC MOJCIMW OpraHu3anui JaHHBIX.
HOCTpeJ'IHHI/IOHHBIC MOACIN JaHHBIX.

TepMuHoIOTHS peNSIIMOHHBIX Mojenel. Kitaccudukanus cymuocteit. [[Benaanars npasun Komna st
ONpeIeTeHUs] KOHLUETLUN PEISIUOHHON MOJEIIH.

Tema 1.2.
OCHOBBI pENSIIUOHHOMN
anreopsl

Conep:xanue

OCHOBEBI peHﬂHHOHHOﬁ anre6pLI. TpaI[I/II_[I/IOHHBIe onecpanvi HaJl OTHOIICHHAIMU. CHCI_[I/IaJ'ILHLIC
oncpanr Haa OTHOIICHHUAMMU. OHGpaIII/II/I HaJ OTHOIICHHUAMU JOIIOJIHCHHBIC I[eﬁTOM.

TeMaTuka NPaAKTHYECKHUX 3aHATHH U JIA00OPATOPHBIX PadoT

Ornepanuy HaJl OTHOIICHUSIMU

Tema 1.2.

ba3oBbie moHsaTHA 1
KJ1acCU(PUKAIIUS CUCTEM
yrIpaBieHus: 6azaMu
JaHHBIX

Coaep:xanue

bazoseie monsitusi CYBJl. OcHoBHbie (yHkiuu, peannsyembie B CYBJl. OcHOBHBIE KOMIIOHEHTHI
CYB/J u ux B3aumoneiictue. Mutepdeiic CYB/. S3pikoBbie cpenactBa CYBJ. Knaccudukanus
CYB/. Cpasuurensnas xapakrepuctuka CYB/]. 3nakomctBo ¢ CYB/I (10 BBIOOPY)

Tema 1.3.
IlenocTHOCTH JaHHBIX
KaK KIIFOYEBOE IOHITHE
0a3 JaHHBIX

Conep:xanue

[TousTue HOCJIOCTHOCTH U HCHIPOTUBOPCUYHUBOCTH JAaHHBIX. HpI/IMepH HapylmCcHUA LIOCJIOCTHOCTH U
HECIMIPOTHUBOPCUMNBOCTU JaHHBIX. HpaBI/ma " OIrpaHUYCHUA.

Paznea 2. [IpoekTnpoBan

e 0a3 JaHHBIX

Tema 2.1.
WHpopmannoHHbIe
MOJICITH PENSIIMOHHBIX
0a3 JaHHBIX

Conep:xanue

Tunel I/IH(I)OpMaI_II/IOHHBIX mopeneil. Jlorndeckrue Moaenn JaHHbIX. OU3NYSCKUE MOACIN TaHHBIX.

TemaTnka NPpakKTHYeCKHUX 3aHATHH U J1a00PATOPHBIX padoT

HpOCKTI/IpOBaHI/Ie HH(I)OHOFH‘ICCKOﬁ MOICIN JaHHBIX

Tema 2.2.
Hopmanu3arus Tabmuig
peNAMOHHOM 6a3bI
JIaHHBIX.
IIpoexTupoBanue

Conep:xanue

Heo6xoaumocTs HOpManmu3auu. AHOMaJIMU BCTaBKH, yaaneHus 1 oOHosneHus. [IpuBenenne Tabnuiisl
K NIEpBOM, BTOPOU M TpeThel HopMalbHbIM Qopmam. JlanpHelas HopMaau3anus Tadnui. Yersepras
U 1siTas HopMasbHble popMmbl. [IpuMeHeHne npolecca HOpMaJIU3allku.

TemaTnka NpakTHYeCKUX 3aHATHH M J1a00PATOPHBIX padoT

11




CBSI3EM MEXTY

[IpoexTupoBaHue CTPYKTYpbI 0a3bl JaHHBIX

TabJIMLIAMHU.

Conep:kanue
Tema 2.3. CASE-cpenctea, CASE-cucrema u  CASE-texnomorus. Knaccudukaums  CASE-cpencts.
Cpexcrea I'paduueckoe mnpencraBienne wmojueneit mnpoektupoBanus. UML. [luarpamma CyIIHOCTh-CBSI3b,
ABTOMATH3AIHH Jarpamma IoToKOB JIAHHBIX, IMarpaMMa IpeLeeHTOB HCI0JIb30BaHuUs.
TIPOEKTHPOBAHHS TemaTnka NPAKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT

[IpoekTupoBanue 6a3bl NaHHBIX ¢ Ucrionb3oBanueM CASE-cpeacts

Pa3nen 3. Opranusanus

0a3 TaHHBIX

Conep:kanue

Co3ganue 06a3el naHHBIX. Pabora ¢ Tabmumamu: co3fgaHue TaONMUIBI, W3MEHEHHE CTPYKTYPHI,

Tema 3.1. HaloJIHEHUE TaOIUIIbl JaHHBIMU. YTpaBJiCHUE 3alUCAMU: 100aBICHUE, pElaKTUPOBaHKE, YAAJICHUE U
Coznanue 0a3bl HaBuramnus. Pabora ¢ 6a30ii JaHHBIX: BOCCTAaHOBIICHHE U ckaTtue. OTKPBITHE M MOAM(DHUKAINS TaHHBIX.
JAHHBIX. Komanael xpaHeHus, 100aBiieHHs, pENAKTUPOBAHMs, YNAIEHUS U BOCCTAaHOBJIECHUS JaHHBIX.
ManunynupoBanue Hapuranus no Habopy JaHHBIX.
JTAaHHBIMH. TeMaTuka NPaAKTHYECKHUX 3aAHATHH U JIA00OPATOPHBIX PadoT

Co3nanue 6a3pl ganHbix cpeactBamu CYBJI. Pabora ¢ tabmumamm: nobaBieHue, pelakTHpPOBaHUE,

yJlaJIeHUue, HAaBUTaLlUs 110 3 CSIM.

Conep:xanue

[TocnenoBarenbHbIi MOUCK AaHHBIX. COpTHpPOBKA M (QUIBTpALUs AaHHBIX. MHIekcupoBaHue TaOIuLl.
Tema 3.2. Paznuunple Tunbl UHAEKCHBIX (DaitnoB. Paboume oOmactu u mnceBaoHUMbl. CBs3b  TAOJIHIL.

Nunexcel. CBsizu MEXITY
TaOIUI[AMU.
O0beanHeHne TaOJINII

O0benuuenne TadInIL.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT

Co3manue B3anMOCBSI3€E

COpTI/IpOBKa, ITIOMCK 1 (I)I/IJ'ILTpaLII/IH JaHHBIX

Crtoco0bl 00BeIMHEHUS TAOIAILL

Pa3nen 4. YnpasJienue 0a30ii JaHHBIX ¢ NoMolbI0 SQL

Tema 4.1.
CTpyKTypHpOBaHHBIN
A3bIK 3arpocoB SQL

Conep:xanue

OOmrast XapakTepHCTUKa s3bIKAa CTPYKTYpUPOBaHHBIX 3ampocoB SQL. CTpyKTypbl M TUIBI JaHHBIX.
Cranpaptsl si3pika SQL. Komanapl onpeieneHus JaHHbIX U MAHUITYJIUPOBAHUS JAHHBIMH.

TemaTnka NPpakKTHYeCKUX 3aHATHH U JIa00PATOPHBIX padoT
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Coznmanue 0a3bl JaHHBIX ¢ momoirsio kKomana SQL. PegaktupoBanue, BcTaBka M yJaJICHHE JTaHHBIX
cpeacTBamu s3bika SQL

Tema 4.2.
Omnepatopsl 1 HyHKIUU
si3pika SQL

Conep:kanue

Crpykrypa komannel Select. YcmoBue Where. Omepatopsl W (QYHKIIMU TIPOBEPKU YCIOBHIA.
Jlornueckue onepatopsl. ['pynmossie Gyakuuu. @yHKIMH AaThl 1 BpeMeHn. CUMBOJIbHbBIC (DYHKIIHH.

TemaTuka MPaAKTUHICCKUX 3aHSATHI 1 J'[aﬁ()paTOpHLIX pa60T

CO3I[aHI/Ie 1 HUCITI0JIb30BAHHME 3aIlIPpOCOB. prrIHI/IpOBKa M arpC€rupoOBaHUC JAHHBIX

KoppenupoBaHHbIE BIOKEHHBIE 3aIIPOCHI

Co3JaH1e B 3aMpocax BbIYUCIAEMBIX Nojer. Mcnonb3oBaHue ycaoBHil

Paszgea S. Opranu3anus

pacnpeneéHHbIX 023 JaHHBIX

Tema 5.1.
ApPXUTEKTYpbI
pacrpenesieHHbIX 0a3
JTAHHBIX

Conep:xanue

ApPXUTEKTYpbI KIHEHT/cepBep. JJocTOMHCTBA M HENOCTATKU MOJENEH apXUTEKTYphl KIMEHT/CepBep U
ux BiusHHEe Ha QyHkuuonupoBanue cereBbix CYBJl. IlpoektupoBanme 0a3bl JaHHBIX TIOJ
KOHKPETHYIO apXUTEKTYpY: KIMEHT-CEepBep, pacupeieseHHble 0a3bl JaHHbIX, apaiesibHas 00padoTKa
JTAHHBIX.

OTnuuMsa ¥ OpeuMyllecTBa yAaJeHHbIX 0a3 JaHHBIX OT JIOKaJNbHBIX 0a3 aaHHbIX. Ilpeumyiectsa,
HEJIOCTATKU U MECTO NPUMEHEHHsI IBYX3BEHHOU M TPEX3BECHHOU apXUTEKTYPHI.

TeMaTuka NPAKTHYECKHUX 3aHATHH U JIa00OPATOPHBIX PadoT

YrpasneHnue 1ocTynoM K 00bekTaM 0a3bl JTaHHBIX

Tema 5.2.

CepBepHas 4acTh
pacripeieieHHONH — 0a3bl
JTAHHBIX

Conep:xanue

[TnanupoBanue u pa3BéproiBanre CYBJI mist paboThl ¢ KIIMEHTCKUMU TPHIIOKEHUSIMU

TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT

¥Ycranoska CYB/I. Hacrpoiika komnonentoB CYB/I.

Tema 5.3.
Knuentckas yactob
pacripeieieHHON Oa3bl
JTAHHBIX

Conep:xanue

[TnanupoBanue npuioxxeHuit. Opranuszanus HHTepdelica ¢ Moab30BaTeIeM. 3HAKOMCTBO C MacTEpaMu
U KOHCTPYKTOpPAaMHU MpHU MPOEKTUPOBaHUM (popM U oTueToB. Tumel MeHto. PaboTta ¢ MeHIO: co3naHue,
Mo pUKaIHs.

Hcnonp3oBaHne 00bEKTHO-OPUEHTUPOBAHHBIX S3BIKOB MTPOTrPAMMHUPOBAHUS ISl CO3aHUS KITUEHTCKOM
yacTH 0a3bl TaHHBIX. TEXHOJIIOTHH JIOCTYTIA.

Ontumuzanus npousBoauTenbHocT paboTel CYB/L.

TemaTnka NPpakKTHYeCKUX 3aHATHH U J1a00PATOPHBIX padoT

Co3znanue GopM U OTUETOB

Coznanue meHmwo. ['enepanus, 3anyck.
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\ [TpodunrpoBanne 3anpOCOB KIMEHTCKUX MPUIOKEHUH.

Pa3nen 6. ATMUHHCTPUPOBaHHE H (€30IIACHOCTD

Conep:kanue
Tema 6.1. VYrpo3el nenoctHoctd CYB/[. OcHOBHbIE BUABI U NPUYMHBI BO3HUKHOBEHHUS YIpO3 LIEITOCTHOCTH.
ObecneyeHue CnocoOs1 npotuBozeiicTus. [IpaBuna, orpanuyeHus!.
LIEJIOCTHOCTH, [TonsiTe xpanumoi npouenypsl. JlocTOMHCTBA U HEAOCTATKU HCIIOJIB30BAHUS XPaHUMBIX IPOLEAYP.
JIOCTOBEPHOCTH U [TonsiTue Tpurrepa. S3plk XpaHUMBIX Ipoueayp U Tpurrepos. KackagHbelie BO3AeiCTBUA. YIIpaBiIeHUE
HEIPOTUBOPEUMBOCTHU TpaH3aKUUsIMHU U K3IIHPOBAHUE [TAMSITH.
JTAHHBIX. TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

Pa3paboTka XpaHUMBIX IPOLEAYP U TPUITEPOB
TeMma 6.2. Conep:kanue
[Iepexsar . . . .
N — [ToHsiTHE UCKIIIOUMTENBHON CUTyallMU. MSTKUI M JKECTKUN BBIXOJ M3 UCKIIOYMTEIBHOM CHUTYallMH.

curyanuid u o0OpaboTka
oIInOoK

MecTo BO3HMKHOBEHUSI UCKIIIOUUTENBbHON cutyanuu. OnpeneneHne XapakTepa OLIUOKHU, BbI3BaBIIEH
UCKJIIOYUTENBbHYIO CUTYAIHIO.

Tema 6.3.
MexaHU3MBI 3aIUTEI
uH(popMaIuu B
CUCTEMaXx YIpaBJICHUS
0azaMM JaHHBIX

Conep:kanue

CpenctBa uneHtugukanuu u ayreHtudukamuu. Oo6mme cenenus. OpraHu3anus B3auMOJICHCTBUS
CVYB/l u 6a3oBoit OC. Cpencrsa ympapieHus: 10cTyrnnoM. OCHOBHBIE HOHATHS: CYOBEKTHI U OOBEKTHI,
IpyNIbl MOJb30BaTENEN, PUBUIIETUN, POJIM U NPEACTABICHUS. SI3bIKOBBIE CPEACTBA pa3rpaHUUYECHUS
noctyna. Buasl nmpuBuieruit: mpuBuieruu 0e3omacHOCTM M jgoctyna. KoHuenums u peanusanus
Mexanu3ma posieit. CootHomenue npas noctyna, onpenensieMbix OC u CYB/I.

Cpe,[[CTBa 3alllUThI I/IH(l)OpMaLII/II/I B 0azax JaHHBIX

TemaTnka NpakKTHYeCKHUX 3aHATHH M J1a00PATOPHBIX padoT

VYrnpasnenue mpaBaMu J0CTyMa K 0a3am TaHHBIX

Tema 6.4.
Konmposanune n
MEePEHOC TAaHHBIX.
Boccranosnenne
JTAaHHBIX

Conepxanue

Co3naHue pe3epBHBIX KONMM Bcell 0aszbl MaHHBIX, JKypHaJa TpaH3akKLUil, a TaKkKe OJHOr0 WU
HECKOJIbKUX (haiinoB, win ¢ainoBbix rpynm. IlapamienusM omnepanuii MoAM(pHUKAIUU JTAHHBIX U
KONUPOBaHUs. THUIIBI PE3€pBHOIO KONMMPOBAaHMs. Y IPABIECHUE PE3EPBHBIMU KONMUAMU. ABTOMATU3ALINS
IpolieccoB KonupoBaHusi. BoccTaHOBI€HUE TaHHBIX

TemaTuka NpaKTHYECKUX 3aHATHI M J1a00PATOPHBIX padoT

Ayt nansbix ¢ nomouisio cpeacts CYB/l u tpurrepon

Pe3epBHOE KOMMPOBAaHNME U BOCCTAHOBJIEHUE 0a3 JAaHHBIX

Koncy.m,Tamm K 9K3aMCHY
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\ JK3aMeH

TemaTtuka camocrositesbHON padorsl npu usydyennu MJIK.01.02

Cucremaruyeckass npopabOTKa KOHCIIEKTOB 3aHATUN, Y4eOHOM M CleNUalbHOW TEXHUYECKOW JuTeparypsl (IO BompocaM K
naparpadam, raaBaM yaeOHbBIX TOCOOUH, COCTABICHHBIM MTPETIO1aBaTeNIEM )

[ToaroroBka K mpakTHUECKUM paboTaM C HCHOJIb30BAHMEM METOJUYECKUX PEKOMEHJAlMil mnpenojaBaTens, oQopMmieHHE
NPaKTUYECKUX pabOT, OTYETOB K MX 3aILUTE.

Beinosnnenne nHAMBUYanbHOTO 3a1aHus 110 TeMe «lIpoekTupoBanue MH(OIOrH4ecKo Moienu 6a3bl JaHHBIXY.

BrinonHenue nHAMBUYAIBHOIO 3a1aHus 10 TeMe «HopManu3anus OTHOILEHUW).

[Toarororka pedepartoB Ha Temy «PazButue CYBJl» (konkpernoit CYBJI). 15
Brimonnenue nHIUBUAYaIbHOTO 3a1aHus 1Mo TeMe «Co3nanue 6a3pl ganHbix. Co3nanue tadbmun. OpraHu3anus MeXTa0INYHbIX
CBA3EH»
BoinonHenue MHAMBUTyadIbHOTO 33/1aHU 110 TeMe «OpraHusalys 3arpocoBy.
BrinosnHenne MHANBUyaIbHOTO 3a1aHus 110 TeMe «Co3/1aHne N0JIb30BaTeNbCKOro Npuiiokenus cpeacrsamMu CYDBJI».
Pa3bop cuHTakcuca XpaHUMBIX POLIETYP U TPUITEPOB.
IToaroroBka pedeparon no reme «Opranuszalysi U UCIOJIb30BAaHHE MEXaHU3MOB 3alIUThI 0a3bl JTAaHHBIXY.
CamocrosiTesibHasi padoTa K IK3aMeHy 2
MJIK.01.03 CeTu u cucteMbl niepeaayu nHopmanuu 46/1,28
Pa3nes 1. Teopusi TeJileKOMMYHMKALMOHHBIX ceTeH
T 11 Conep:kanue
O?)II\{/I(E)‘BI-I.BI.G HOHSITHSL 1 Knaccugpukamuss cucrem cBsi3u. CooOmieHHMss W CHTHaJdbl. BUABI  AIEKTPOHHBIX ~CHUTHAJIOB. 4
P — CriexkTpanbHOe npeAcTaBieHrne curHanoB. [lapamerpsl curHanoB. O6beM U HHPOPMALMOHHAS EMKOCTh

CUTHAJIA.
Tema 1.2. Conep:xanue
Eg;ggﬁg;;ﬁ?ig::z " Hasnauenue un IPHHIUIEL OPraHH3AMKH cereil. Kiaccugukanust cereit. MHOrOypOBHEBBIN MOJIXO/. 2
CHCTEMAX CBSI3H [Tpotokoin. Mutepdeiic. CTexk npoTokonoB. TerekoMMyHUKAIIMOHHAS cpefia.

Conep:xanue
Tema 1.3. Kanan mnepenaun. CeTeBod TpakT, TpyNmoBOM KaHal mepegadd. Ammaparypa IUPPOBBIX 4
Tunosble KaHAJIbI IUIE3UOXPOHHBIX cucTeM nepenaud. OCHOBHbIE TMapaMeTpbl M XapaKTEpUCTUKU CUTHAJIOB.
nepesadn u ux YnopouiéHHas cxema opraiuszauuy kasana TY
XapaKTePUCTUKU TemaTuka NpakTHYECKUX 3aHATHI M J1a00PATOPHBIX padoT

PacueT nponyckHON CIOCOOHOCTH KaHala CBS3U 4
Paszpnen 2. Ceru nepegayu JaHHbIX

\ Conep:xanue 4
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CtpykTypa U xapakTepucTuku cereil. CriocoObl KOMMYTallUM WM Tepefavyd JaHHbIX. PacmpenencHue
(GyHKIUH IO CHCTeMaM CeTH M ajpecanys NakeToB. MapupyTu3anus U yrpaBieHHE IIOTOKAMHU B CETAX

CBSI3H.
Tema 2.1. [TpoToKoIIbI ¥ UHTEPQEHCHI yIIpaBICHUS KaHAJIAMH U CEThIO Nepeaayl TaHHbBIX.
ApXuUTEKTYypa 1 TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT
IPUHIMITEL PAOOTHI Kondurypuposanue cereBoro unrepgeiica paboueil craHmu
COBPEMEHHBIX CeTeH Kondurypuposanue cereBoro untepderica MapupyTuszaropa mno nporokosuy 1P
[Iepeaain JTaHHbIX Koppexkuust mpobsiem naTepdeiica MapupyTusaropa Ha GU3HIecKOM M KaHAJIbHOM YPOBHE 12
JlMarHocTHka U pasperieHue npodyieM ceTeBOro ypoBHsI
JlnarHocTHka U paspelieHue npodsieM NpoTOKOJIOB TPAHCIIOPTHOI'O YPOBHS
JlnarHocTuka ¥ paspenieHue npoodaeM IpoTOKOJIOB MPUKIAJIHOTO YPOBHS
Conep:kanue
Tema 2.2. becnipoBoanbie kaHanbl cBs3u. becnpoBoanbie cetn Wi-Fi. IIpenmyiecTBa u 001acTh TpUMEHEHHUS. 2
becnipoBoHbIE M 6 5T WIMAX
CHCTEMBI TIepeats OCHOBHBIE 2JIEMEHTBI 660Hp0B0,Z[HBIZ( cerei. Crangaptel OecnpoBoAHbIX ceTeil. TexHoaorus
AHHBIX TeMaTnulca NPaKTHYeCKUX 3aHATHH 1 J1a00paTOPHBIX padoT
Hacrtporika Wi-F1 mapupyrusaropa 4
Tema 2.3. Coaep:xanue
CotoBble U [Tpunune! GyHKIHOHUPOBaHUS cucTeM coToBol cBs3u. Cranmaptet GSM u CDMA. CriyTHUKOBBIE 2
CIyTHUKOBBIE CHCTEMBl | CHCTEMBI Ilepe/iayi TaHHBIX.
JuddepeHupoBaHHbIN 3a4€T- MPAKTHYECKOE 3aJaHHe 2
Tematuka camocrositebHOM padorsl npu n3ydyennu MJIK.01.03
Cucrematnueckasi npopadOTKa KOHCIIEKTOB 3aHSTHUM, y4eOHOW M CHEelUaIbHOM TEXHUYECKOW JUTepaTypsl (IO BOIpocaM K
naparpadam, riaaBaM yueOHbIX TOCOOUH, COCTABICHHBIM MTPET01aBaTeNIeM)
[loaroroBka Kk mpakTU4eCKMM paboTaM € UCIHOJB30BAaHMEM METOAMYECKUX PpPEeKOMEHJalMi mpenoaasarens, odopmieHHe
NPAaKTUYECKUX paboT, OTYETOB K MX 3alLUTE. 8
Hactpoiika Wi-Fi mapmpyruzaropa
N3y4eHne ceTeBbIX yTUIIUT
Kondurypupoanue cereBoro unrepdeiica
MapuipyTuzanus 1 yrpaBlIeHHE IOTOKAMHU B CETSIX CBSI3U
M/JK.01.04 DxcnjyaTauus aBTOMAaTHU3HPOBAHHBIX (MH(OPMALIMOHHBIX) CHCTEM B 3a1UIIIEHHOM HCIIOJHEHUH 122/3,39
Pa3nes 1. Pazpa0oTka 3alMIIeHHbIX ABTOMATH3HPOBAHHBIX (MHPOPMALMOHHBIX) CHCTEM
Conep:xanue 6

[TonsiTe aBTOMaTHU3WPOBaHHOM (MHpOpMaIMoHHOM) cuctembl OtanuurenbHble yepThl AVC Hanbonee
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Tema 1.1.

OCHOBBI
nH(}OpPMaAITMOHHBIX
CHCTEM KaK 00BhEKTa
3aIUTHI.

4acTO MHCIOJNB3YyEeMbIX  KiaccupuKauuii: 1o MacmTaly, B 3aBUCHUMOCTH OT  XapakTepa
UH(POPMALIMOHHBIX PECYpPCOB, MO TEXHOJOTMH OOpabOTKM MJaHHBIX, IO CIoco0y JOoCTyma, B
3aBHCHUMOCTH OT OpraHM3allMd CHCTEMbI, MO XapakTepy HCIOJIb30BaHUA HHpopManuu, 1o cdepe
npumenenus. [Ipumepst obnacreit npumenenus AUC. Ilpoueccst B AUC: BBoa, 00paboTka, BBIBO/,
obpatHas cBs3b. TpeboBanust kK AUC: TMOKOCTbh, HaJIEKHOCTh, Y)PEKTUBHOCTD, O€301TACHOCTD.

OcCHOBHBIE 0COOCHHOCTH COBpeMEHHBIX MPoeKToB AVIC. DIeKTpOHHBIN TOKYyMEHTOOOOPOT.

TeMaTuKa NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

PaccmoTpenne npumepoB (GYHKIIMOHHPOBAHHS aBTOMATH3WPOBAHHBIX HH(DOPMAIMOHHBIX CHCTEM
(ETAUC, Poccuiickas ToproBasi CHCTeMa, AaBTOMATH3UpOBaHHAs WH(POPMAIIMOHHAS CHCTEMa
KOMIIAHUH)

Conep:kanue

[Tonsstue  xu3HenHoro mukina AMC. Ilpoueccht sxku3HeHHoro 1ukiaa AMC: ocHoOBHbIE,
BCIIOMOTaTellbHble, opraHu3zannoHHsle. Craguum xusHeHHoro 1wkina AMC: wmopenuposanue,
yIpaBjieHUEe TpeOOBaHUSIMH, aHAJIN3 M TPOCKTHPOBAaHHE, YCTAHOBKA M CONMpPOBOXKACHHE. Mojenu

Tema 1.2. »ku3HeHHoro mukiaa AVC.
Ku3HeHHBIN KT 3ajgauyn M STanbl MPOCKTUPOBAHUS ABTOMATHU3WPOBAHHBIX CHCTEM B 3allUIIEHHOM HCIOJHEHUU.
ABTOMATH3UPOBAHHBIX Metoosioruu npoekTupoBanus. Opranusanus padoT, QYHKIIMU 3aKa3YUKOB U Pa3pabOTIYHKOB.
CUCTEM TpeOoBaHMsl K aBTOMAaTU3MPOBAHHOW CUCTEME B 3aIIMINCHHOM HCIOJHEHWH. PaboThl Ha cTagusx u
JTanax Co3JaHus aBTOMAaTU3UPOBAHHBIX CHCTEM B 3aIIMIIEHHOM HCIIONHEHUHU. TpeboBaHUs 1O 3aluTe
CBEJICHUH O CO3/1aBa€MOM aBTOMATU3UPOBAHHON CUCTEME.
TemaTuka NpaKTHYECKUX 3aHATHH M J1a0OPATOPHBIX padoT
Pa3paboTka TEXHUYECKOTO 33/IaHMs Ha MPOEKTUPOBAHNE aBTOMATU3UPOBAHHON CHCTEMBI
Conep:xanue
[ToTeHmanbHbie Yrpo3bl 0€30MACHOCTH B aBTOMATHU3UPOBAHHBIX cucTeMaX. MICTOYHUKH M OOBEKTHI
Tema 1.3. BO3JICHCTBUS yrpo3 Oe3omacHocTH uHPopMmaruu. Kpurepun kinaccupukanuu yrpos. MeTosbl OleHKH

Yrpo3bl 6e30macHOCTH
uH(popMaIuu B

OMAacHOCTH yrpo3. baHk gaHHbIX yrpo3 0e30mnacHoCcTH HHGOpMalluu

ITonsiTue ysi3BuMocTH yrpo3sl. Kiaccudukanus ys3BUMOCTEH.

aBTOMAaTH3UPOBaHHbIX TemMaTHKa NPAKTHYECKUX 3aHATHI U JJa0OPATOPHBIX padoT
crcTeMax KareropupoBanre nHGOPMAIMOHHBIX PECYPCOB

Ananu3 yrpo3 6e30nacHOCTH HHpOpMAaLUU

ITocTpoeHue Mozienu yrpo3
Tema 1.4. Conep:xanue
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OCHOBHBIE MEPBI
3alUThl HHQOpPMAIIH B
aBTOMATU3UPOBAHHBIX
cucremMax

OpranuzanvoHHble, MPaBOBbIE, MPOrPaMMHO-aNMapaTHble, KpUNTOorpapuyeckue, TEXHUYECKHE MEpHI
3amuThl MHOOPMAIIMY B aBTOMATU3UPOBAHHBIX CHCTEMAaX.

HopmaTtuBHO-nIpaBOBast 6a3a il ONpeAeiIeHus] Mep 3aluThl MH(GOpManuu B aBTOMAaTH3MPOBAHHBIX
UH(POPMALIMOHHBIX CHCTEMAX M TPeOOBAaHUI K HUM

Tema 1.5.

ConepxaHue U MOpsI0K
skcruryatauuu AC B
3aIIHUIICHHOM
HCIIOIHEHU U

Conep:kanue

Wnentudukanys u ayreHTU(UKaus cyObeKTOB JOCTYyNa U 00BEKTOB AOCTYIA.
YrpaieHue 10CTyIOM cyOBEKTOB JIOCTyNa K 00bEKTaM JOCTYIIA.

OrpanuydeHue NporpaMMHOM CpeJibl.
3amuTa MallMHHBIX HOCUTENEH HHGOpMAaIN

Perucrpanus coObITHIA 6€3011aCHOCTH

AHTuBHpycHas 3ammTa. OOHapyXeHHe TNPU3HAKOB HAIUYMs BPEAOHOCHOTO MPOrPaMMHOTO
obecrieueHns. Peammsamus aHTUBHpPYCHOH 3amuThl. (OOHOBIeHWE 0a3 JaHHBIX I[PU3HAKOB
BPEIOHOCHBIX KOMITBIOTEPHBIX MPOTPAMM.

Oo6napyxeHue (mpeaoTBpalleHrne) BTOPKEHUN

KoHTposb (aHamu3) 3amuIeHHOCTH HHGOPMAITIH
Obecneuenne NEIOCTHOCTH HHPOPMALIMOHHON CUCTEMBI M HH(POPMALTUU
ObecnieueHne TOCTYITHOCTH HH(GOPMALIUU

Texnonormu Buptyanusamuu. Llens co3manus. 3amaum, apXUTEKTypa M OCHOBHBIC ()YHKIIHH.
[TpenmMyl1iecTBa OT BHEIPEHHUSL.

BaHII/ITa TEXHUYCCKHX CPCACTB.
3aIHI/ITa HH(l)OpMaHHOHHOﬁ CUCTEMBI, €€ CPCACTB, CUCTEM CBA3U U NICPCAAYN TAHHBIX

Pe3epBHOE KOMUpPOBaHNE M BOCCTAHOBIICHHUE JTAHHBIX.

COHpOBO)KI[eHI/Ie aBTOMaTI/ISI/IpOBaHHLIX CHUCTCM. praBﬂeHI/IC pI/ICKaMI/I U UHIIMIACHTAMHU ynpaBJ'IeHI/H[
0€30ITaCHOCTHIO.

10

Tema 1.6.

3amuTa uHQOpPMAIIIH B
pacnpe/ e IeHHbIX
ABTOMATHU3HPOBAHHBIX
CHCTEMAX

Conep:xanue

MexaHu3MBl 1 METOJIbl 3aIUTHl MH(POPMALUU B paclpe/leIeHHbIX aBTOMAaTU3UPOBAaHHBIX CHCTEMaX.
ApXHUTEKTypa MEXaHHW3MOB 3alIUThl PACHpPEEICHHbIX aBTOMATU3HUPOBAaHHBIX CHUCTEM. AHaIU3 H
CHUHTE3  CTPYKTYPHBIX ¥  (DYHKIMOHQJBHBIX  CXEM  3alIMIIEHHbIX  aBTOMAaTU3MPOBAHHBIX
MH(OPMAaLIMOHHBIX CHCTEM.

Conep:xanue
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Tema 1.7.
OcoOenHoctu
pa3paboTKu
UH(POPMALIMOHHBIX
CHCTEM TEePCOHATBHBIX
TAHHBIX

OO6ue TpeOoBaHUS MO 3aIIUTE NMEPCOHATBHBIX AaHHBIX. COCTaB U COJepKaHNUE OpPraHU3aIMOHHBIX U
TEXHUYECKUX MeEp IO 3aluTe MH(MOPMALMOHHBIX CHUCTEM INE€PCOHAIBHBIX AaHHBIX. [lopsmok BbIOOpa
Mep 1o oOecrieueHHIo 0e30MacHOCTH NEPCOHANBHBIX TaHHBIX. TpeOOBaHuUs 10 3aLIUTE MEPCOHATBHBIX
JTAHHBIX, B COOTBETCTBHUHU C YPOBHEM 3aLIUIICHHOCTH.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

Onpenenennst ypoBHs 3amunieHHocTH MCITJIH 1 Be160p Mep o obecnieuenuro 6e3omacHoctu [1/]H.

Pa3znen 2. 3KCI[J'[yaTaIII/Iﬂ SAlIUIICHHBIX aBTOMAaTH3UPOBAHHBIX CUCTEM.

Tema 2.1. Copnepxanue
OcobGeHHoCTH AHanu3 nHPOPMAITMOHHON HHPPACTPYKTYpPhI aBTOMAaTU3UPOBAHHON CHCTEMBI U €€ 0€3011aCHOCTH.
SKCILTyaTaltnn MeToapl  MOHUTOpPHHTAa M ayAWTa, BBIABICHHS Yrpo3 HMHGOPMAIMOHHON  0€30MacHOCTH
dBTOMATH3HPOBAHHbIX ABTOMATHU3UPOBAHHBIX CHCTEM.
CHCTCM B SAIMUIMCHHOM | 0 renokanie ¥ MOPSAIOK BBIONHEHHS pPabOT MO 3amuTe HHGOPMALMK TIPH  MOJCPHH3AIH
UCTOJTHCHHH. ABTOMATU3UPOBAHHON CUCTEMBI B 3alIIUIIIEHHOM MCIOJHEHUU
Conep:xanue
Tema 2.2. 3anaun U QYHKIMH aJMHUHACTPUPOBAHKS aBTOMATH3HPOBAHHBIX CHCTEM. ABTOMATH3AIUs YIIPABICHUS
AJMHUHUCTPUPOBaHHE cetpto. OpraHuzanusi aJIMUHUCTPUPOBAHMS aBTOMATHU3UPOBAHHBIX CHUCTEM. AJIMUHUCTPATUBHBIH
ABTOMAaTU3UPOBAHHBIX nepcoHasl u paboTa ¢ IMOJIb30BATENsIMU. YIpaBi€HHE, TECTUPOBAHHUE M  OKCIUTyaTalus
CUCTEM ABTOMATU3UPOBAHHBIX CHUCTeM. MeTO/bl, CIIOCOOBI M CPEACTBA OOECIEeUeHUs OTKa30yCTOWYUBOCTH
ABTOMATHU3HPOBAHHBIX CHCTEM.
Tema 2.3. Conep:xanue
JlesiTenbHOCTD
NepcoHaa o
JKCILTyaTaluu CopepxaHve W  MOPAJOK  JEATEJBHOCTH  NEpCcOoHala IO  JKCIUTyaTallud  3alllIIeHHBIX
ABTOMAaTU3UPOBAHHBIX aBTOMATH3UPOBAHHBIX CHCTEM U TOJICHCTEM O€30MacHOCTH aBTOMATHU3MPOBAHHBIX cucTeM. OOmme
(nHGOPMAIIOHHBIX ) 00s13aHHOCTH aJIMUHUCTpAaTOpa HHHOPMAITMOHHONW O€30MTaCHOCTH aBTOMATH3UPOBAHHBIX CUCTEM.
CHCTEM B 3alULICHHOM
VCIIOJTHEHUH
Coaep:xanue
Tema 2.4. OcuoBubie npuHIUNGE 3ammTel 0T HCJI. OcHoBHbIe croco6sr HCJI. OcHOBHBIE HampaBieHUs
3amuTa oT obecnieuenus 3amuthl 0T HCJ[. OCHOBHBIE XapaKTEPUCTUKH TEXHUUECKUX cpeAcTB 3amuThl oT HCJI.

HECaHKIIMOHUPOBAHHOTO
JocTyna K MHpopMaruu

Opranan3anus padort o 3anmute ot HCJI.

Knaccugukaius aBroMaTu3upoBaHHbIX cucTeM. TpeboBanus mno 3amute uHpopmanuu ot HCI ans
AC
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TpeboBanus 3anumerHoctd CBT or HCJI x nndopmaruun

TpeboBaHus K cpeAcTBaM 3alluThl, oOecneunBarommM Oe3onacHoe B3auMmoseiicteue cereit 9BM, AC
HOCPEICTBOM YIPABJICHHS MEKCETEBBIMH ITOTOKAMHU MH()OPMALINH, ¥ PEaTN30BaHHBIX B BUie MO

Tema 2.5.
C3U or HC/]

Conep:xanue

Ha3naueHne M OCHOBHBIE BO3MOXXHOCTH CHCTEMBbI 3aIUThl OT HECAHKLMOHUPOBAHHOI'O JIOCTYIIA.
ApxuTekTypa U cpeicTBa ymnpasieHusd. OOumume npuHUuUIBl yrnpasiaeHUs. OCHOBHBIE MEXaHU3MBbI
3alIMThl. YHOpaBieHue ycTpodcTBaMH. KoOHTponb anmapaTHOil KOH(UIypaluu KOMIIBIOTEpA.
N30uparesibHOE pasrpaHUYEHUE TOCTYIA K YCTPONUCTBAM.

VYnopaBieHue JOCTYIIOM M KOHTPOJb MedaTd KOoHpuaeHuuaabHou umHpopManuu. [IpaBuna pabotsl ¢
KOH(HICHIIMATBHBIME pecypcaMu. HacTpoiika MexaHW3Ma IOJIHOMOYHOTO YIPABJIECHUS JOCTYIIOM.
HacTtpoiika peructpaiuu coObITUNA. YTIpaBIeHUE PEKUMOM OTOKOB. YTIPaBICHHE PEKUMOM KOHTPOJIS
nevaTH KOH(OUICHIIMATBHBIX IOKYMEHTOB. YTIpaBieHne rpudamMu KOHPHUICHIIHATbHOCTH.

ObecnieueHne 1eIT0CTHOCTH HHPOPMAIIMOHHOM CUCTEMBI U MH(GOpMAIIUU

[leHTpamu3oBaHHOE yIpaBICHUE CHCTEMOW 3alllUThI, OICPATUBHBIA MOHHTOPHHT U  ayIUT
0€30I1aCHOCTH

TeMaTuka NPaAKTHYECKHUX 3aHATHH U JIA00OPATOPHBIX PadoT

Ycranoska u HacTpoiika C3U or HCJ]

3amuTa BX0oAa B cucTeMy (MAeHTHU(UKAIMS U ayTeHTU(DUKAIHS T0Ib30BaTeNeH)

PasrpannuyeHne 10CTyIa K yCTpOKHCTBaM

ynpaBJ’ICHI/Ie AOCTYIIOM

Hcnonn3oBanne IIPUHTCPOB JJIA ICHaTU KOH(bI/IZ[GHHI/IaHBHBIX JOKYMCHTOB. KOHTpOJ'IB reuyaTtu

HacTtpoiika cuctemsl 11 3324 ayiuTa

HacTpoiika KOHTPOJIs LIETOCTHOCTU U 3aMKHYTOU IIPOTPaMMHOM CPEIb

[leHTpann3oBaHHOE yIpPABJIEHHE CHUCTEMOW 3alIUThl, OIEPATUBHBII MOHMTOPUHI M  ayJIuT
0€30I1aCHOCTH

12

Tema 2.6.
OKcIulyaTanus CpesicTB
3aluThl HH(QOPMALIUY B
KOMIIBIOTEPHBIX CETAX

Conep:xanue

HOpHI{OK YCTAaHOBKM U BBOJA B OJKCITyaTalUIO CPCACTB 3allUThI I/IH(I)OpMaLII/II/I B KOMIIBIOTCPHBIX
CCTAX.

[IpyHUIMOBI OCHOBHBIX METOJIOB OpraHU3allMM M TPOBEACHHUS TEXHUYECKOTO OOCITyKHBaHUS
BBIUMCIUTENbHON TEXHUKHU U IPYTHX TEXHUYECKUX CPEICTB HH(OpPMATH3ALNU

JlnarHocTrKa KOMIIOHEHTOB CUCTEM 3aIllUThl HH(OPMAIIMY aBTOMAaTH3UPOBAHHBIX CUCTEM, YCTpPAaHEHHE
OTKa30B U BOCCTaHOBJIEHHE PabOTOCIIOCOOHOCTH aBTOMATU3UPOBAHHBIX (MH(GOPMAIIMOHHBIX) CUCTEM B
3aIUIICHHOM UCIIOJTHEHUH
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HacTtpoiika u ycTpaneHue HEMCIPaBHOCTH MPOrpaMMHO-AIAPATHBIX CPECTB 3alIUThl HH()OPMALIUU B
KOMITBIOTEPHBIX CETSAX MO 3a/IaHHBIM MTPaBUJIaM

TeMaTuka NPAKTHYECKHUX 3aAHATHH U JIA0OPATOPHBIX padoT

YcTpaHeHne OTKa30B M BOCCTAHOBJIIGHHE PAa0OTOCIIOCOOHOCTH KOMIIOHEHTOB CHCTEM 3allUThI
nH(GOpMallii aBTOMATU3UPOBAHHBIX CUCTEM

Conep:kanue

Tema 2.7. OcHOBHBIE 3KCIUTyaTallUOHHBIE JTOKYMEHTHI 3aIMILIEHHBIX aBTOMAaTU3UPOBAaHHBIX cUCTeM. Pa3zpaboTka
JlokyMeHTanus Ha U BEICHHE DSKCIUIyaTallMOHHOW JOKYMEHTALMM 3alUINCHHBIX aBTOMATU3UPOBAHHBIX CUCTEM. AKT
3aIIUIIAEMYIO BBOJIa B DKCIUIyaTallMI0 HAa aBTOMATU3UPOBAHHYIO CHUCTEMY. TeXHMYECKUH IAcCIOpT HA 3aLIUIIAEMYIO
aBTOMAaTU3UPOBAHHYIO aBTOMAaTU3MPOBAHHYIO CUCTEMY.

CUCTEMY TeMaTuKka NPAKTHYECKHUX 3aAHATHH U JIa00OPATOPHBIX padoT

O(l)OpMJ'ICHI/Ie OCHOBHBIX 3KCINTYAaTAlIMOHHBIX TOKYMCHTOB Ha aBTOMATU3HWPOBAHHYIO CUCTCMY.

KOHchILTaIII/II/I K IK3aMCHY

N

IK3aMeH

TemaTnka camocTosiTe/IbHOI padoTsl npu ndyyenuu MJIK 01.04

Cucremarndeckass mpopadOTKa KOHCIIEKTOB 3aHATHH, Y4eOHOHW M CIEMUATbHOW TEXHHUYECKOW JHUTeparypsl (IO BOMpocaM K
naparpadam, riaaBaM yueOHbIX TOCOOUH, COCTABICHHBIM IIPEIO1aBaTeNIeM)

[loaroroBka K mpakTU4ECKMM paboTaM C HCIHOJB30BAHUEM METOAMYECKMX PEKOMEHJAaluil IpenojaBatens, oQopMIIeHUE
IPAaKTUYECKUX paboT, OTYETOB K MX 3alLUTE.

TemaTtuka camocrosite1bHON padorsl npu usydyennu MJIK.01.04

1. Pa3zpaboTka KOHLEIUH 3alUThl aBTOMAaTU3UPOBAHHON (MH(OPMAIIMOHHOMN) CUCTEMBI

2. Ananu3 6aHKa JaHHBIX YIpo3 O6e301acHOCTH H(pOpMaluu

3. Ananmu3 xxypHasa ayaura OC Ha pabouem MecTe

4. IlocTpoeHue CBOAHON MaTPHULIbl YTPO3 aBTOMAaTU3UPOBAaHHON (MHPOPMAIIMOHHOM) CUCTEMBI

5. AHanu3 NoNUTHK 6€30MacHOCTH MH(POPMALTMOHHOTO 00BEKTa

6. N3yuenune aHaTUTHYECKUX 0030pOB B 00JIACTH TTOCTPOESHUSI CUCTEM O€30MaCHOCTH

7. AHanu3 mporpaMMHOro oOecreyeHHs B 00JIaCTH OIpe/eseHHs] pUCKOB MH()OPMAIIMOHHONW 0€30MacHOCTH M MPOEKTUPOBAHUS
0e30macHOCTH HH(pOpMaLMH

20

CamocrosiTesibHasi padoTa K IK3aMeHy

1

M/K.01.05. DxcnuyaTanusi KOMIIBIOTEPHBIX ceTeH

122/3,39

Pasznen 1. OcHOBBI Iepeiayy JaHHBIX B KOMIIBIOTEPHBIX CeTAX

Conep:xanue

Mognens OSI. YpoBuu mozenu OSI. BzaumoneicTBue Mexay ypoBHSMHU. MHKamncCymsiiusi JaHHBIX.
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Tema 1.1.
Mogenu cereBoro
B3aUMOIEACTBUSA

Onucanue ypoBHen monenu OSI.

Mopnens u crek nporokosioB TCP/IP. Onucanue yposueit mogenu TCP/IP.

TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT

W3yueHne 351eMeHTOB KaOeIbHON CHCTEMBI.

Tema 1.2.
®u3nyYecKnil ypoBEHb
mozenu OSI

Conep:kanue

[Tonstre nuany u kanana cBa3u. Curnanasl. OCHOBHEIC XAPAKTCPUCTHUKU KaHaJIa CBA3U.

MeTOI[BI COBMCCTHOI'O HCIIOJIB30BaHUA CPEAbl IIEp€aadyu KaHajla CBA3U. MYJ'IBTI/IHJ'IGKCI/IpOBaHI/Ie n
MCTOAbI MHOKCCTBCHHOT'O JOCTYIIA.

OnTOBOJOKOHHBIC TMHUH CBSI3U

Cranpmaptsl kabeneil. DiekTpuyeckast IPOBOJIKA.

becnipoBoaHas cpena nepegay.

TemaTnka NPpaKTH4YeCKUX 3aHATHH M J1a00PATOPHBIX padoT

Coznanue ceTeBoro kabels Ha OCHOBE HedkpaHupoBaHHO# BuTo napsl (UTP)

CBapKa OIITHYCCKOI'O BOJIOKHA

Tema 1.3.
Tononorus
KOMITBIOTEPHBIX CETEN

Conep:xanue

[Tonsitue Tonosoruu cetu. CereBoe 000pynoBaHKEe B TONMOIOTUU. O030p CETEBBIX TOMOJIOTHUH.

TeMaTuKa NPAKTHYECKHUX 3AHATHH U JIa0OPATOPHBIX padoT

Pa3paboTka TONoJ0ru ceTu HeOOIBIIOT0 NPEAIPUATHUS

ITocTpoeHue 0JTHOPaHTOBOM CETH

Tema 1.4.
Texuonoruu Ethernet

Conep:xanue

0O0630p TEXHOJIOTUH TOCTPOEHUSI JIOKAIHHBIX CETEH.

Texnonorus Ethernet. ®u3nueckuil ypoBeHb.

Texnonorust Ethernet. KanasibHblil ypoBEeHb

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT

M3yueHue agpecanuu KaHaibHOro yposHs. MAC-anpeca.

Tema 1.5.
TexHomoruu
KOMMYTaluu

Conep:xanue

Anroput™ npo3payHoro Mocta. Merozsl koMmmyTanuu. TexHonoruu kKoMmyTtaiuu u mojens OSI.

KOHCTpyKTMBHOE  WCHOJHEHHE KOMMYTaTOpoB. @DHU3HYECKOE CTEKHpPOBAaHME KOMMYTAaTOPOB.
[TporpamMHOe o0ecrieueHHEe KOMMYTaTOpPOB.

OO61re TpUHLIKIIBI CETEBOTO Nu3aiiHa. TpexypoBHeBas HepapXudeckas MOJeNb CeTH

Texuomorus PoweroverEthernet

TemaTnka NPpakKTHYeCKUX 3aHATHH U JIa00PATOPHBIX padoT
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Co3aHe KOMMYTHPYEMOM CETH

Tema 1.6.
CereBoit npotoxou IPv4

Conep:xanue

CereBoii ypoBenb. [IpoTokos IP Bepcuu 4. O6mue GpyHKIIMN KIACCOBOW M OECKIIACCOBOM aJpecaliu.
Brinenenue agpecos.

Mapuipyru3zanus naketon [Pv4

[TpoTOKOJIbI TUHAMUYECKON MapUIpyTH3ALUU

TemaTuka MPAKTUHICCKUX 3aHSATHI 1 J'[aﬁOpaTOPHLIX pa60T

N3yuenne [P-agpecanum.

Tema 1.7.
CkopocTHBIE U
OEeCIIPOBOIHBIE CETH

Conep:xanue

Cetb FDDI. Cets 100VG-AnyLAN
CBepXBBICOKOCKOPOCTHBIE ceTH. becripoBoiHbIE ceTn

TeMaTuka NPAKTHYECKHUX 3aHATHH U JIA00OPATOPHBIX PadoT

Hactpoiika 6ecipoBoIHOr0 ceTeBOro 000py10BaHUs

Pa3znea 2. TexHoJI0ruM KOMMYTAIlMU U MAPIIPYTH3alun coBpeMeHHbIX ceTeii Ethernet

Tema 2.1.
OCHOBBI KOMMYTAIUU

Conep:xanue

OYHKIMOHUPOBAaHUE KOMMYTAaTOPOB JIOKAJIBHOM CEeTH. ApXUTEKTypa KOMMYTAaTopoB. Tumbl
UHTEp(PEicoB KOMMYTAaTOPOB.
YnpapieHre NOTOKOM B MOJIYYIJICKCHOM M TYIUIEKCHOM PEXHMaX.

XapaKkTepUCTUKY, BIHUSIONINE HA MPOM3BOJUTEIHHOCTH KOMMYTATOpOB. O030p (YyHKIMOHAIBHBIX
BO3MOYKHOCTEN KOMMYTaTOPOB

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT

PabGoTa ¢ OCHOBHBIMH KOMaHJIaMH KOMMYTAaTopa.

Tema 2.2.
Hauanpnas HacTpolika
KOMMYTaTopa

Conep:xanue

CpeactBa ympaBieHus kommyTaropaMu. [logkiaodeHne K KOHCOIM MHTepdelica KOMaHIHOM CTpPOKH
kommyTaropa. [Toaxmouenne k Web-untepgeiicy ynpasieHHsi KOMMYTaToOpa.

HavanbHas koH¢urypauuss KoMMyTaropa. 3arpy3ka HOBOTO IPOTpaMMHOIO oOecleueHus Ha
KOMMYTATop. 3arpy3ka 1 pe3epBHOE KOMPOBaHKUE KOH(PUTYpALIMU KOMMYTATOpa.

TemaTnka NpakKTHYeCKHUX 3aHATHH U J1a00PATOPHBIX padoT

Komannpl 00HOBIIEHHSI TPOTPaMMHOr0O OOecreueHHs KOMMYTaTopa M COXpPaHEHHs/BOCCTaHOBIICHHS
KOH(UT'YpallMOHHBIX (ailsioB

Komannp! ynpaBnenus tabnumamu kommytarmuu MAC- u IP- agpecoB, ARP-Tabnuibt

Conep:xanue

23



http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=1900
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2053
http://learn.dlink.ru/mod/lesson/view.php?id=671&pageid=2054
http://learn.dlink.ru/mod/lesson/view.php?id=438&pageid=1035
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1041
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1043
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1047
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1044
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1048
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1048
http://learn.dlink.ru/mod/lesson/view.php?id=440&pageid=1049

Tunst VLAN. VLAN nHa ocHoBe noptoB. VLAN Ha ocHoBe ctannapta IEEE 802.1Q. Craruueckue u
nunamuueckne VLAN. Tlporokon GVRP.

Q-in-Q VLAN. VLAN Ha ocHOoBe moptoB u mpotokoinoB — crangapt IEEE 802.1v. ®yHkius

Tema 2.3. TrafficSegmentation
Bupryansnsie TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT
JIOKAJIbHBIE CETU Hacrpoiika VLAN Ha ocnose crangapra IEEE 802.1Q
(VLAN) Hacrpoiika nporokona GVRP.
Hacrpoiika cermenrtanuu Tpaduka 6e3 ucrnonb3oBanus VLAN
Hacrpoiika dyakuun Q-in-Q (Double VLAN).
CamocrostensHas pabora o co3mpannio JIBC Ha ocHoBe crangapra IEEE 802.1Q.
Conep:xanue
ITporokon Spanning Tree Protocol (STP). Ysa3sumocTu nporokosa STP.
Tema 2.4. Rapid Spanning Tree Protocol. Multiple Spanning Tree Protocol.

CDYHKHI/II/I ITOBBIIIICHUA
HaAgCXHOCTH U

JlonoHUTEIbHBIC (DYHKITUH 3AIIUTHI OT METEIh. ATPETHPOBAHNE KAHAJIOB CBSI3H.

TeMaTuka NPaAKTHYECKHUX 3aHATHH U JIA00OPATOPHBIX PadoT

IIPOU3BOJUTEIBHOCTH Hactpoiika nporokosioB ceszytoiero aepesa STP, RSTP, MSTP.
Hacrpoiika ¢pyHkimm 3anmTsl OT oOpa3zoBanus rnereiab LoopBackDetection
ArperupoBaHue KaHaJIOB.
Conep:kanue
O0630p agpecamuu ceteBoro ypoBHs. DopmupoBanue mnojacereil. beckimaccoBas anpecamnus [Pv4.
Cnoco6s1 koHurypamuu [Pv4-agpeca.
[Tpotokoun IPv6. opmupoBanue uaeHTuukatopa naTepdeiica.
Cnoco6s1 koHurypamuu [Pvb6-agpeca.
[Tnanuposanue noncereit [IPv6. I[porokon NDP.
Tema 2.5.

Anpecanus ceTeBOro
YPOBHA U
MapILIpyTU3aLus

ITonsiTne MapmpyTH3anuy. /JJMcTaHIMOHHO-BEKTOPHBIE MPOTOKOJIbI Mapmpyrusanuu. IIporokon RIP.

TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT

OcHOBHBIE KOH(MUTYpallUU MAPIIPYTU3ATOPA.

PacmmpeHnHble KOHQUrypaluyu MapipyTu3aTopa.

Pa6oTa ¢ mpoTtokosiom CDP.

Pab6ora ¢ npotokosiom TELNET. Pa6ota ¢ nporokosom TFTP.

Pa6oTa ¢ mpoTtokosiom RIP.

Pa6oTa ¢ mpotokosom OSPF.

Kondurypuposanue ¢pynkuun mapumpyruzatopa NAT/PAT.
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Kondurypuposanne PPP u CHAP.

Tema 2.6.
KauectBo
obcmyxxuBanus (QoS)

Conep:xanue

Monenu QoS. Ilpuopuresanus nakeroB. Kiaccudukanms maketoB. MapKupoBKa MaKeTOB.

VYrpasieHue meperpy3kaMd M MEXaHH3MbI OOCTYXHBaHHS odepeneii. MexaHu3M NpeaoTBpaICHUS
neperpy3ok. Kontposb nongocel nponyckanus. [Ipumep nactpoiiku QoS.

TemaTuka MPAKTUHICCKUX 3aHSATHI 1 J'[aﬁ()paTOpHLIX pa60T

Hactpoiika QoS. Ilpuoputusamnus tpaduka. YopasiaeHHe MOJ0COH MPONYCKaHUS

Tema 2.7.

OyHKIUU 00ECTICUCHUS
0€30I1aCHOCTH U
OTpaHWYCHUS JOCTYIIA K
cetu

Conep:kanue

Cnucku ynpasnenuss poctynom (ACL). ®DyHKUMH KOHTpPOJIS HaJ MOJKIIOYEHHEM Y3JIOB K IIOpTaM
KOMMYTAaTopa.

Ayrentuduramusa mnonb3oBateneit 802.1x.  802.1x Guest VLAN. @ynkmum 3amuter LHITY
KOMMYTAaTopa.

TemaTnka NPpakKTH4YeCKHUX 3aHATHH M J1a00PaATOPHBIX padoT

Cnucku ynpasneHus goctynom (AccessControlList)

KoHTpoIih HaJ1 MOJKITIOYCHUEM Y3JIOB K ImopTaM kommyraropa. @ynknus PortSecurity.

KoHTpoJIb HaJ| MOAKIIOYEHHEM Y3J10B K mopTaM KommyTaropa. dyukuus IP-MAC-Port Binding

Conep:kanue

Anpecarusi MHOTroaapecHoi IP-pacceuikn. MAC-aapeca rpyrnmnoBod pacChlIKH.

Tema 2.8. [Tonnucka u oOcIy)XKHMBaHUE TPYMIL. YTpaBlIeHHE MHOT0AIPECHON PACCHUIKOM Ha 2-M ypOBHE MOJIEIH
MHoroaapecHas OSI (IGMP Snooping). ®yukiwmst IGMP FastLeave.
pacchlika TemaTnka NPpaKTHYECKHUX 3aHATHH M J1a00PATOPHBIX padoT
OtcnexuBanue Tpaduka MHOT0aIpECHON PaCChUIKH.
OtcnexxuBanue Tpaduka Multicast
Conep:xanue
VYrpaneHrne MHOKECTBOM KoMMyTaTopoB. [Iporokon SNMP.
Tema 2.9. — —
® RMON (Remote Monitoring). ®yukiwst Port Mirroring.
YHKLHMH YIPABICHUS T ~ 5 5
KOMMYTATOPAMH €MATHKA NPAKTHYECKHUX 3aAHATHI U JIa0OpPaTOPHBIX padoT

DYHKIIUY aHATIU3a CETEBOro Tpaduka.

Hacrpoiika nporokoda ynpasiieHus ronosiorueit cetu LLDP.

Pasnen 3. MexkcereBble IKPAHBI

Tema 3.1.
OCHOBHBIE IPUHIIUIIBI

Conep:xanue

Knaccudukanus cereBbix arak. Tpuana 6e3onacHoit UT-undpacTpyKTypshl.
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CO3JaHUs HaACKHOU U
Oe3omacuoi UT-

VYnpasienue KoH(UTypauusMu. YTpaBieHUE WHIUAECHTaMU. Vcronb3oBaHHME TpEeThel TOBEpEHHOM
cTopoHsl. Kpunrorpagudeckne MmexaHu3mMbl 0€30IaCHOCTH.

HH(paCTPyKTyphI
Conep:xanue
TexHonornn MmexceTeBbIX 3KpaHOB. IlosmMTuka MekceTeBOro sKkpaHa. MekceTeBble JKpaHbl €
Bo3MOXKHOCTsIMU NAT. 2
Tomonorust cerm mpu HCIONB30BAHMM MEKCETEBBIX JKpaHoB. IlnaHupoBaHue u BHEIpEHHE
Tema 3.2. MEXKCETEBOT'0 IKPAHA.
MeKCETEBEIC SKPAHEI TeMaTuka NPAKTHYECKHUX 3AHATHH U JIA0OPATOPHBIX padoT
OCHOBBI aIMUHUCTPUPOBAHUSI MEKCETEBOr0 dKpaHa
CoenvHeHHE IBYX JIOKAJIbHBIX CETEH MEXKCETEBBIMU SKPAHAMU
Coznianue noiauTUKM 0e3 MPOBEPKU COCTOSHUSI. 4
Co3maHue MOJUTHK IS TpaquiinoHHoro (riy ucxossmiero) NAT.
Co3znanue monutuk st neyHarpasieHHOTro (Two-Way) NAT, ucnonb3yst meron pinholing
Conep:kanue
Tema 3.3. OcnoBuoe nHazHauenue IDPS. Cnocobsr knaccuduxamuu IDPS. Beibop IDPS. JlononnurtenbHbie
CucreMbl O6HaPY)KCHI/I$I HMHCTPYMCHTAJILHBIC CPEACTBA. 2
¥ [IPEIOTBPAILEHUS TpeboBanwus opranu3anuu Kk Gyaknuonuposanuto IDPS. Bosmoxnoctu IDPS. PassepteiBanue IDPS.
POHUKHOBEHHI CunbHbIE CTOPOHBI U OrpaHrndeHHOCTh IDPS.
TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT
OOHapyXeHue 1 MpeJOTBPAIlEHHE BTOP)KEHUIA. 2
Tema 3.4. Conep:xanue 2
[IpuopuTtuszanus Coznlanue anpTepHAaTUBHBIX MapUIPYTOB JI0CTyNa B UHTEpHET. [Ipuoputn3zanus tpaduka.
Tpaduka u cosnaHue TemaTuka NpaKTHYECKUX 3aHATHH M J1a00PATOPHBIX padoT
aIbTEPHATUBHBIX .
MapIIPYTOR Coznianue anbTepHATUBHBIX MapIIPYTOB C UCIIOJIb30BAHUEM CTATHUECKON MapLIpyTH3aLUuU 2
KoHcyabTanum K 3K3aMeHy 2
IK3aMeH 3
Cucrematnueckas nmpopadOTKa KOHCIIEKTOB 3aHSTHUM, y4eOHOW M CHelUallbHOM TEXHUYECKOW JUTepaTyphl (IO BOIpocaM K
naparpadam, riaaBaM yueOHbIX TOCOOUH, COCTABICHHBIM MIPEI01aBaTeNIeM)
[TonroroBka K MpakTHUYECKUM padOTaM C HCMHOJIb30BAaHUEM METOJMYECKUX PEKOMEHAAUUi mpernoaasareis, opopMieHHE 20

MPAKTUYECKUX padOT, OTYETOB K UX 3aIIHTE.
Temaruka camocrositesibHOM padoThl npu udydenun MJIK.01.05




Ou3nyeckoe KOJUPOBAHUE C UCIIOJIb30BAHUEM MaHYECTEPCKOro KoJ1a
Jlornueckoe KOIMPOBAHHE C HCIIOJIB30BAaHHEM CKPEMOJIMPOBAHUS
[TonkitoueHue KIMEHTa K OECIPOBOIHOM CETH B HHPPACTPYKTYPHOM PEKUME
Orenka 6ecrpOBOTHOM JTMHUY CBSI3U

[TpoexTupoBaHusi OECIIPOBOIHON CETH

CO6op nHpOpMaIIUU O KIIMEHTCKUX YCTPOMCTBAX

[TnanupoBaHue MPOU3BOJUTEIBHOCTH U 30HbI IEHCTBUS O€CIIPOBOIHON CETH
[IpennpoexTHOE 0OCIEI0OBaHNE MECTA YCTAHOBKU OECIIPOBOTHON CETH
ObecnieueHne 0TKa30yCTONYMBOCTU B OECTIPOBOIHBIX CETSIX

Pexumbl paboThl M OpraHu3anys MUTaHUS TOYEK JI0CTyIa
CermenTanus 6ecripoOBOIHOM CETH

Hacrpoiika QoS

[MoctmpoekTHOE 00CIeT0BaHIE U TECTUPOBAHHUE CETH

Coznmanune ACL-coucka

Ha6mronenue 3a tpadukom B cetn VLAN

Omnpenenenue ysi3BUMBIX MECT CETU

Peanuzanus pynkumii obecneyeHus: 6€30MacHOCTH MOpTa KOMMYyTaTopa
Hccnenosanue tpaduka

Co3nanue CTpYKTYphI CETH OpTaHU3aluU

Omnpenenenne TEXHUYECKUX TpeOOBaHUMN

MOHUTOPHHT IPOU3BOJUTEIHHOCTH CETH

Co3naHue nuarpaMMbl JJIOTHUECKON CeTH

ITonroroska k 00cCiIefOBaHUIO OOBEKTA

OO6cnenoBaHne 30HbI OECIIPOBOAHON CBSI3U

dopMmyIupoBKa 00IIKX LeTei MpoeKTa

Pa3pabotka TpeboBaHuii Kk ceTu

AHanum3 CyIecTBYIOIEH ceTh

OnpeneneHue XapakTepUCTUK CETEBBIX MPUIOKEHUN

AHanu3s ceteBoro Tpaduka

OmnpezneneHue NpUOPUTETHOCTU TpapuKa

N3ydeHne kauecTBa 00CITy)KMBaHUSI CETU

HccnenoBanue BIUsHUA BUAeoTpaduKa Ha CETh

Omnpenenenne NOTOKOB TpaduKa, IIOCTPOCHUE TUarpaMM MOTOKOB Tpaduka
[IpuMeHeHre TPOSKTHBIX OTPAHUYESHUI
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Omnpenenenne MPOEKTHBIX CTPATErHi ISl TOCTUXKEHUS MaclITabUpyeMOCTH
Ornpezenienne cTpaTeruii MOBBIIEHUS JOCTYITHOCTH

Onpenenenne TpeOOBaHUHN K 00ECTICUCHHIO O€30MTaCHOCTH

Pazpaborka ACL-ciucKoB s peanu3aiui HAO0OpOB MPaBUII MEKCETEBOT0 IKpaHa
Ucnonb3zoBanue CIDR mist o6ecnederunss o0beIMHEHNS MapIIPYTOB
Omnpenenenue cxemsl IP-anpecanun

Onpenenenne konmdectsa [P-ceTei

Co3nanue TabnuIIbl 1715 BBIACTICHUS a/IPECOB

CocraBieHHE CXEMBI CETH

AHanu3 miaHa TECTUPOBAHMSI U BBITIOJHEHHE TECTa

Coznianue mjaHa TECTUPOBAHUS [yl CETU KOMILIEKCA 3JaHUI
[IpoexkTupoBaHue BUPTYyaIbHBIX YaCTHBIX CETEH

be3onacHas nepegaya JaHHBIX B OECIIPOBOAHBIX CETAX

CamocrosiTeIbHas paGOTa K 3K3aMEHY

[TpuMepHbIe BUABI CAMOCTOSTENbHBIX PA0OT IPU U3YYEHUHU pa3jiena 2 MOy

Cucremarudeckass mpopadOTKa KOHCIIEKTOB 3aHATHUH, Y4eOHOH M CIEeNUabHOW TEXHHYECKOW JHMTEparyphl (IO BOMpocaM K
naparpadam, riaaBaM yueOHbIX TOCOOUH, COCTABICHHBIM IIPEIO1aBaTeNIeM)

[MonroroBka K NpakTUYEeCKUM padoTaM C HCHOJIB30BAHMEM METOJUYECKUX PEKOMEHAAIM mpernoaaBaTens, oQopmieHue
IPAaKTUYECKUX paboT, OTYETOB K MX 3alLUTE.

Y4yeOHas NpaKTHKa

Buabl pador

VYcTaHoBKa MpoOrpaMMHOTr0 00€CIiedeHHs B COOTBETCTBUU C TEXHUYECKON JOKYMEHTAIUEH.

Hactpoiika napameTpoB paOOThI IPOrpaMMHOI0 00ecredeHus1, BKIIOUasi CHCTEMbI YIIpaBIeHUs 0a3aMU JaHHBIX.
Hactpolika KOMIIOHEHTOB MOJICUCTEM 3aIUTHI UH(POPMALIMK ONIEPALIMOHHBIX CUCTEM.

VYrpaBiieHnEe yYETHBIMU 3aIIACAMH MOJIb30BATENEH.

Pabora B onepanimoHHbBIX cUCTEMAaxX ¢ COOIIOIEHUEM AEUCTBYIOIUX TpeOOBaHUH MO 3alIUTe HH()OPMALIUH.
YcTaHoBKa OOHOBJIEHHUS IPOTPAMMHOIO 00ECTIEUEHHUS.

KoHTposb 11e10CTHOCTD MOACUCTEM 3aLUTHl UHPOPMAIIUU ONIEPALIMOHHBIX CHCTEM.

BrinonHeHnue pe3epBHOro KONMHUPOBAHUS U aBapUMHOIO BOCCTAaHOBJIEHUS pabOTOCHOCOOHOCTH ONEpallMOHHON CHUCTEMBI M 0a3bl
JTAHHBIX

Hcnosnp30BaHue MPOrpaMMHBIX CPEJCTB VI apXUBUPOBaHUS HHPOPMALIUH.

108

Y4eOHas npakTHKa
Buabl pador
[TpoBeneHme ayauTa 3alUIIEHHOCTH aBTOMaTHU3UPOBAHHOM CUCTEMBI.

36
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VYcTaHoBKa, HACTPOHKA U HKCIUTyaTalUsl CETEBBIX ONEPALMOHHBIX CUCTEM.

JlmarHoCTHKa COCTOSIHHSI TTOICHCTEM 0€30MMaCHOCTH, KOHTPOJIb HATPY3KH U PEKUMOB pa0OThI CETEBOM OMEPAIIMOHHON CHCTEMBI.
Opranuzanus paboT ¢ yaJeHHbIMU XPAaHWIHUIAMH JTJAHHBIX U 0a3aMU JaHHbIX.

OpF aHu3anuAa 3aH_II/IH_[€HHOI\/JI nepcaaun JaHHbIX B KOMIIBIOTCPHBIX CCTAX.

BrimonHenne MOHTa)ka KOMIBIOTEPHBIX CETEH, OpraHu3anus U KOHQUIypUpOBaHHWE KOMIIBIOTEPHBIX CETEH, YCTAaHOBIIEHHE U
HACTPOMKa MapaMeTPOB COBPEMEHHBIX CETEBBIX IIPOTOKOJIOB.

Ocy1ecTBieHne TUAarHOCTUKU KOMITBIOTEPHBIX CETeH, onpeaesieHue HEUCHPAaBHOCTEH M cOOEB MOACHCTEMbI OE30MaCHOCTH U
YCTPaHEHHE HEUCIIPABHOCTEM.

3anoJHEHNE OTYETHOM JOKYMEHTAIMH 10 TEXHUYECKOMY O00CITY>KUBAHHIO U PEMOHTY KOMIIBIOTEPHBIX CETEH.

IIpousBoacTBeHHAs MPAKTHKA

Buasi pador:

VYyacTie B YCTaHOBKE W HACTPOWKE KOMIIOHEHTOB aBTOMATH3HUPOBAHHBIX (MH()OPMAIIMOHHBIX) CHUCTEM B 3alIUIIEHHOM
UCIIOJIHEHUH B COOTBETCTBUU C TPEOOBAHUSAMH KCILTYaTaALlMOHHOMN JOKYMEHTALUU

OO6cnyxuBaHHUE CPEJCTB 3aLUIUTHI HH(OPMALIUU PUKIIATHOTO U CUCTEMHOI'O IIPOIPaMMHOT0 00ecIieueHUs

Hactpoiika nporpaMMHOro odecrneueHus ¢ cooutoieHueM TpeOoBaHui 110 3amuTe nHpopMauu

Hactpoiika cpeicTB aHTUBUPYCHOM 3alUTHI JJi11 KOPPEKTHOM pabOThI IPOrPaMMHOI0 0OECIIeUeHus 10 3a/laHHbIM 11a0JI0HAM
WNHcTpykTax nosp3oBaTesneil o codmoaeHnn TpeboBaHmii o 3amure HHGopMaum npu padboTe ¢ MporpaMMHBIM 00ecrieueHueM
Hactpolika BcTpOE€HHBIX CPEJCTB 3alUThl HHPOPMAIMK IPOrPaMMHOI0 00ecrieueHus

[TpoBepka (yHKIIMOHMPOBAHUS BCTPOCHHBIX CPEICTB 3aILUThl HHPOPMALIMU IPOrPaMMHOI0 00ECTIEYEHUSI

CBoeBpeMeHHOE 00HAPYKEHNE TPU3HAKOB HAJTMYHUS BPEAOHOCHOTO MIPOTPAMMHOTO 00ECTIeUeHHS

OO6cayxMBaHUE CPEICTB 3AIIUTHI HHPOPMALIUU B KOMITBIOTEPHBIX CUCTEMAX M CETSIX

OO6cnyXMBaHHUE CUCTEM 3alllUThl HH(POPMALIUK B aBTOMaTU3UPOBAHHBIX CUCTEMAaX

VYyacTe B pOBEICHUH PErJaMeHTHBIX paboT Mo HKCIUTyaTallui CUCTEM 3aLIUThl HH(OPMAIIMM ABTOMAaTH3UPOBAHHBIX CHCTEM
[IpoBepka pabOTOCIIOCOOHOCTH CUCTEMBI 3AIMTHI HHPOPMAIIMY aBTOMATHU3UPOBAHHOMN CHCTEMBI

KoHTposb cooTBeTCTBUS KOH(DUTYpAIIUN CUCTEMBI 3aLIUThl HH(GOPMAIUK aBTOMATU3UPOBAHHONW CHCTEMBI €€ HKCIUTyaTallMOHHON
JOKYMEHTaluu

KoHTposb cTabMIbHOCTH XapaKTEPUCTUK CUCTEMBI 3aIIUThl HHPOPMAIIUH aBTOMAaTU3UPOBAHHON CUCTEMBI

Benenue texHHUECKOW MOKYMEHTAllMM, CBS3aHHOM C SKCIUTyaTallMel CUCTeM 3alluThl MH(OpPMAIMM aBTOMAaTH3UPOBAHHBIX
CUCTEM

YuacTre B paboTax 1mo o0ecneueHHIo 3aiuThl HH(QOpMAIMK ITPHU BBIBOJIE U3 IKCILUIyaTAIIMH aBTOMATU3UPOBAHHBIX CUCTEM

72

IK3aMeH 110 MOAYJII0

12

KoHcyapTanum K 3K3aMeHy 10 MOAYJII0

4

CamocrosiTeJbHAasI paﬁoTa 10 MOAT0TOBKE K 3K3aMCHY MO MOIYJII0

2

Bcero no I1TM.01

730/20,28
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3. YCJIOBUS PEAJIM3ALIMU ITPOTI'PAMMBI
MNPO®ECCHUOHAJIBHOI'O MOJAYJIsL

3.1. Jlas peanau3ainuu nporpamMMsl NpogeccuoHaIbLHOT0 MOAYJIs J0/LKHBI ObITh
NpeaycMOTPEHbI cileAyIolue cneluaabHble NoOMeleH s :

Peanuzanuss mporpaMMel MpeanojaracT Haluyhe ydeOHoro kabuHeTa, jiaboparopuid
MH(OPMALIMOHHBIX TEXHOJIOTH, MPOrpaMMHUPOBaHMs U 0a3 JaHHBIX, CETEH U CUCTEM Iepenayu
uH(pOpMaIiU, TPOrPAMMHBIX U IPOrPAMMHO-ANIAPATHBIX CPEACTB 3aIUThHI HH(OPMALIUH.

O6opynoBanue y4eOHOT0o KabuHeTa U pabovrx MeCT KaOWHeTa:

- paboyee MecTo MpernojaBaTeis;

- [0CaI0uHble MecTa AJisi 00y4aromuXCs;

— ayTMOBHU3YaIIbHBIN KOMILJIEKC;

— KOMILIEKT 00Yy4aroero Marepuana (KOMIUIEKT PE3CHTALHH ).

O6opynoBanue 1a00paTOPHH M pabOUUX MECT JIA0OpaTOpUU HH(ODOPMAITMOHHBIX
TEXHOJIOTHi1, TPOrpaMMUPOBaHUS U 0a3 JaHHBIX:

- pabourie MecTa Ha 0a3e BEIYUCIUTEILHON TEXHUKH, TIOJKITIOYCHHBIC K JIOKATHbHOU
BBIUMCIUTENBHON ceTH 1 HH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTh HTepHeT;

— TUCTPUOYTUB yCTaHABIUBAEMON ONIEPAIIMOHHON CUCTEMBI;

— BUPTYasbHas MalllMHA 7Sl pabOThI C ONEPAMOHHON CUCTEMOH (TUIIEPBHU30D);

- CVYB/;

- CASE-cpencTBa 11t npoeKTHpOBaHMs 0a3bl TaHHBIX

— MHCTPpYMEHTAJIbHAS Cpeia IPOrpaMMUPOBAHUS;

- MaKeT MPHUKJIATHBIX TPOTPAMM.

O6opynoBanue 1a00paTopun U PAOOYUX MECT JIAOOPATOPUU CETCH U CUCTEM IepeIadn
uH(popMaLUu:

- pabourie MecTa Ha 0a3e BEIYUCIUTEILHON TEXHUKH, MTOAKITFOYCHHBIC K JIOKATBHON
BBIYHCIIUTEILHON CeTH ¥ HH(POPMAIIMOHHO-TEIICKOMMYHUKAITMOHHON ceTn IHTepHeT;

- CTCHJIBI CeTeH Tiepeaun JaHHbIX;

— CTPYKTypUpOBaHHas KaOelbHasi CUCTEMa;

— AMYISATOP (SMYNIATOPHI) AKTUBHOTO CETEBOTO 00OPYIOBAHHUS;

- MIPOrpaMMHOE 0OecTIeyeHUE CETEBOr0 000y 10BaHUS.

O6opynoBanue 1a00paTopuu U pabounx MECT JIabOPaTOPUU TPOTPAMMHBIX U
MIPOrPaMMHO-AIIAPATHRIX CPEJICTB 3aNTUTHI HHPOPMAITUH:

- pabourie MecTa Ha 0a3e BEIYUCIUTEILHON TEXHUKH, MTOAKITFOYCHHBIC K JIOKATBHON
BBIUMCIUTENHHON CeTH ¥ HH(POPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHON ceTn HTepHeT;

- AHTUBHUPYCHBIA MPOTPAMMHBIN KOMILIEKC;

— MIPOrpaMMHO-AaMIapaTHbIE CPEACTBA 3aIUTH HHPOpPMALIUK OT
HECAHKIIMOHUPOBAHHOTO JAOCTYIA, OJIOKUPOBKH JIOCTYIIA U HAPYIICHHUS IIEIIOCTHOCTH.

Peanuzanus nporpaMmMsl IpogecCHOHATBLHOTO 00YUYEeHHUs PEATonaraeT 00s3aTebHYI0

VY4eOHyI0/TPOU3BOICTBEHHYIO ~ MPAKTUKU. YueOHas TNpakTUKa peaju3yercss B
nabopaTopusx akaJeMUd M OCHalleHa OO0OpylOBaHMEM, HWHCTPYMEHTAMH, PacXOJHBIMU
MaTepuaiamMu, 00ecredrBaroINX BbIIIOJHEHHE BCEX BUAOB PaldoT.
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TexHonoruueckoe ocHaileHHe padodYUx MeCT Y4eOHOM MpakTUKH COOTBETCTBYET
COJCPKAHUIO TMPO(ECCHOHANBHOW JEATEIBbHOCTH U JaéT BO3MOXKHOCTH OOYYaroleMycs
OBJIQJICTh 3HAHUSIMU, YMEHUSMU U HABBIKAMH I10 BCEM BUJAM JIEATEIbHOCTH, IPEAYCMOTPEHHBIX
POTPaMMOii, C HCIIOJIb30BAHHEM COBPEMEHHBIX TEXHOJIOTUH, MATEPUAIOB M 000PYIOBaHHUS.

3.2. UndopmanuonHoe odecnieyenne o0yueHust

Jia peanuzanuu MporpaMMbl OUOIMOTEUHBINH (GOHI 00pa3oBaTEeNbHON OpraHu3aluu
UMeeT TMeyYaTHble W/WIK OJJIEKTPOHHBbIE OO0pa3oBaTeibHble U HHPOPMAIIMOHHBIE PECYPCHI,
pexoMenoBanHbie DYMO, 115 UCIoIb30BaHUs B 00pa30BaTEIbHOM MPOIIECCE.

OcCHOBHBIE HCTOYHUKH
1. XKnanos C.A., IBanosa H.}O., Mansxuna B.I'. OnepaniuonHbsie CUCTEMbI, CETH U UHTEPHET-
TexHojoruu — M.: U3narenbckuil neHTp «Akagemusy», 2014.

2. Koctpos b. B. , Pyukun B. H. Cetu u cuctemsl nepenaun nnpopmarmu — M.: M3garenbckuit
HeHTp «Akaaemus», 2016.

3. Kypuno A.Il., Munocnasckas H.I'., CenatopoB M.IO., Toncroit A.1. Ynpasnenue puckamu
nH(pOpManMOHHOM 0€30MacHOCTH.- 2-¢ u3l.- M.: ['opsiuas nunus-Tenexom, 2014,

4. Menbuaukos [l. Madopmarmontas 6€30macHOCTb OTKPBITHIX cucTeM.- M.: @opym, 2013.

5. Omudep B., Omudep H. KommbroTepubie cetu. [IpuHIMIIBI, TEXHOIOTMH, MPOTOKOIBI.
Y4eOHnuk, 5-¢ uznanue — [Turep, 2015.

6. Cuannieir C.B. , baraee A.B. , Hamotun H.IO. Onepammonnsie cucrembr — M.:
W3narensckuit eHTp «Akanemusi», 2013.

7. Ckpurniauk [[. A. OGmmme BOIPOCH TEXHUYECKOW 3amuThl HH(DOpMANUU: yaeOHOe ocooue /
Ckpunnuk [[. A. —M.: Unatepuer-Yuusepcuter Mudopmanmonnsix Texunonoruit (MHTYUT),
2016.

8. Tanenbaym J., Ya3epomn JI. Komnetorepusie cetu. 5-¢ uza. — [lutep, 2013.

JlonoJHUTe/IbHbIE HCTOYHUKM:

1. be36oroB A.A., SIxoBneB A.B., MaptembsinoB FO.D. be3omnacHOCTh OnepanMOHHBIX CUCTEM.
M.: I'ennoc APB, 2008.

2. bopucoB M.A. OcoOEHHOCTH 3aIIUTHI IEPCOHATBHBIX TAHHBIX B TPYIOBBIX OTHOMICHUSX. M.:
JIubpokom, 2012. — 224 c.

3. bpoiino B.JI. BerancnurenbHbIe CHCTEMBI, CETH U TEIEKOMMYHHKAIUU: YUYeOHUK IS BY30B.
2-e 3. - CII6.: TTurep, 2006 - 703 c.

4. I'yoenkoBA.A.MHdpopmannonHas 6e30MacHOCTh BBIYMCIUTENbHBIX ceTel: yueb. mocodue / A.
A. T'y6enkos. - Caparos: CI'TVY, 2009. - 88 c.

5. Heitren X. M., Heiiren I1. [Ix., Yoduec J. P. Onepanmonnsie cuctemsl. Yacts 1. OCHOBHI U
npuHIUnel — M.: bunom, 2011. — 1024 c.

6. Heiiten X. M., [ewiten II. x., Yoduec JI. P. Omnepanmonnasie cucrembr. Yactp 2.
Pacnpenenennsie cuctemsl, ceTH, 0e3omacHocTh — M.: bunowm, 2011. — 704 c.

7. UBanoB B.U., 'opauenko B.H., ITonos I'.H. LludpoBbie 1 aHanoroBbie CUCTEMBI MepeIayn:
VYuebnuk.-M.: ['opstuas munus-Tenexom., 2008

8. Kodnep M., Linux. [Tonxnoe pykoBoactso — [Turep, 2011. — 800 c.

9. Kynakos  B.I'., Tarapun M.B., wu gp. HWudbopmanuonHas  06e30mMacHOCTh
TEJIEKOMMYHHUKAIIMOHHBIX CUCTEM. YueOHoe mocodue.-M.: Panno u cBs3p, 2008
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10. Jlamonuna O.P. OcHOBBI ceTeBOW 0€30MacHOCTH: KpUNTOTpaUUecKue airopuTMbl H
MPOTOKOJIBI B3aUMOACHCTBUSI: YdueOHOe TTocodue.- 2-¢ u3l., ucnp.- M.: IHTepHeT-YHUBEepCUTET
NT; BUHOM. Jlaboparopus 3Hanwuii, 2007.- 531 c.
11. Mak-Knap C., Ckem6peit k., Kypriy JI. Cexpersl xakepoB. bezomacHocTb ceTell — roToBbIe
peuienus, 4-e uza. — M.: Bunbsimc, 2004. — 656 c.
12. Mamok A.A., Ilasusun C.B., Iloroxwun H.C. BBenenue B 3ammry uHpOpManuu B
aBTOMATU3UPOBaHHBIX cucTeMax: Yueb. [locoOue mns Bys3oB.- 3-¢ uzn., crep. M.: I'opsuas
muaus, 2005.- 147 c.
13. IMapteika T. JI., ITomoB W. WM. OnepaninoHHbIE CUCTEMBI, CpEIbl U 000JOUKH: y4eO. 1moc. I
crynentoB CIIO — M.: ®opym, 2013. — 544 c.
14. TlnatonoB, B. B. IIporpammuo-ammapaTHble cpeacTBa oOecreyeHus WHGOPMAIMOHHON
0€301aCHOCTH BBIUYUCIUTENBHBIX ceTei: Yuebd. mocoOue s cTya. Beichl. y4yeb. 3aBenenuii / B.
B. IInaronos. — M.: Akanemus, 2006. — 240 c.
15. PyccunoBuu M., Conomon [I., Buyrpennee yctpoiictBo MicrosoftWindows. OcHOBHBIC
MOJICUCTEMBI OllepaliMoHHOM cucteMbl — [Tutep, 2014. — 672 c.
16. CeBepun B. KommiekcnHas 3amura uHbopmanuu Ha npeanpustad. M.: [opoxen, 2008. —
368 c.

Ilepuonnueckune n31aHus:
1. XKypnaner Chip/Yum: XypHan o KOMIBIOTEPHOH TEXHUKE Il TPO(PECCHOHATIOB U ONBITHBIX
IIOJIb30BaTEIICH;
2. Kypnansi 3amuTa nnpopmarmu. Uucaiia: MabopmMannoHHO-METOANYECKHA KypHAT
3. UndopmannonHas 6e30macHOCTh peruoHOB: HayuHo-npakTHYeCcKuil KypHai
4. Bompocsl kubepbesonacHoctu. Hayunsiil, nepuonnyeckuit, ”HGOPMAIIMOHHO-METOAUYECKUN
XKypHai ¢ 0a30Boil crnenuanuzanuved B obmactu uHbopmanuoHHOW Oe3zomacHoctu.. URL:
http://cyberrus.com/
5. besonacHocth MHPOpPMAIMOHHBIX TexHONOruii. [lepuognueckuii pereH3upyemMblii Hay4HbII
xypaan HUSTY MU®U. URL: http://bit.mephi.ru/

DJIEeKTPOHHbIE HCTOYHHKH:

1. lnpopmanmoHHO-CcIIpaBOYHasl CHCTEMa IO JOKyMEHTaM B 0OJacTH TEXHMYECKOH 3allluThl
uHdopmarmu Www.fstec.ru

2. NndopmarronHslii mopran mo 6e3omnacHoct WWW.SecurityLab.ru.

3. OOpa3oBarenbHble MOpPTaNbl IO pa3lIUYHBIM HANpaBiICHUsSM OOpa3oBaHUS U TeMaTHKe
http://depobr.gov35.ru/

Poccuiickuii 6nomeTprueckuii mopran Www.biometrics.ru

Caiit xypHana npopmanmonnas 6ezonacHocTs http://www.itsec.ru —

Caiit HayuHotii anmexTpoHHO# Onbmunorexn WwWw.elibrary.ru

CripaBo4HO-TIpaBoBasi cucteMa «l'apanT» » Www.garant.ru

CnpaBouHo-npaBoBas cucrema «Koncynprant [Trocy www.consultant.ru

©oN ks

QenepanbHas ciykba Mo TeXHHYeCKOMYy M dKcnopTHoMy KoHTpomo (PCTOK Poccun)
www.fstec.ru

10. denepanbubiii mopran  «MHPOPMALMOHHO-KOMMYHUKAIIMOHHBIE  TEXHOJIOTUH B
obpazoBanum» htpp\\:www.ict.edu.ru

11. ®denpepanbubiii mopran «Poccuiickoe odpazoBanue WWw.edu.ru
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA
IMPO®ECCHUOHAJIBHOI'O MOJAYJIA

Kon n nHaumenoBanme
npodeccHoOHAJIBLHBIX U 001X
KOMIIETEHIIH i,
(popMupyembIX B pamMKax
MOIYJIsl

Kpurepun onenkn

MeToabl OIEHKH

[K 1.1.

IIpou3BOOUTH YCTAaHOBKY U
HACTPOIKY KOMIIOHEHTOB
ABTOMAaTH3UPOBAHHBIX
(MHGOPMAIIMOHHBIX ) CUCTEM B
3aLUIIEHHOM HCIIOJHEHUU B
COOTBETCTBUU C TPeOOBAHUSAMU

JlemMoHCTpHpOBaTH YMEHUS
YCTaHOBKH U HACTPOMKH
KOMITOHEHTOB
ABTOMAaTH3UPOBAHHBIX
(MHGOPMAIIMOHHBIX ) CUCTEM B
3alIMIEHHOM HCIIOJHEHUH B
COOTBETCTBHH C

JKCILTyaTalMOHHOU TpeOOBaHUAMU

JIOKYMEHTAIUH. HKCIUTYaTallMOHHON
JIOKYMEHTalluu

IIK 1.2. [IposiBnenue ymenus u

AJIMUHUCTPUPOBATH IIPAKTUYECKOI0 ONbITa

IpOrpaMMHBIE U IPOTPAMMHO-
annapaTrHble KOMIIOHEHTHI
aBTOMAaTH3UPOBAHHOM
(uH(MOPMAITIOHHON ) CUCTEMBI B
3alIMIEHHOM UCIIOJIHEHUH.

aJIMUHHUCTPUPOBAHUS
POTPAMMHBIX H
POrpaMMHO-aIIapaTHBIX
KOMITOHEHTOB
ABTOMAaTU3UPOBAHHON
(uH(MOPMAITIOHHOM ) CUCTEMBI
B 3aIIUIICHHOM UCIIOJHEHUH

IK 1.3.

ObecneunBaTh
Oecniepeboiinyto padboTy
ABTOMATHU3MPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEM B
3aIIUIIIEHHOM UCTIOJTHEHHUH B
COOTBETCTBUU C TPEOOBaHUSAMU

[TpoBenenue nmepevnst padoT
1o 00ecreyeHHIO
Oecriepe0oitHON padoTHI
ABTOMAaTU3UPOBAHHBIX
(MHQOPMAIMOHHBIX) CUCTEM B
3alMIIEHHOM UCIIOJHEHNH B
COOTBETCTBHH C

JKCILTyaTalMOHHOU TpeOOBaHUAMU

JIOKYMEHTAIUU. JKCIUTyaTalMOHHOU
JIOKYMEHTAIUU

[1K 1.4. IIposiBNATE 3HAHUSA U YMEHHUS

Ocy1ecTBISTh MPOBEPKY
TEXHUYECKOTO COCTOSIHHSI,
TEXHUUYECKOE 0OCITyKUBaHHE U
TEKYIIHA PEMOHT, YCTPAHSITh
OTKa3bl 1 BOCCTAHABIINBATh
paboTOCITOCOOHOCTH
ABTOMATHU3UPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CHCTEM B
3alIMILEHHOM HCIIOJTHEHUH.

B IIPOBEPKE TEXHUYECKOTO
COCTOSIHUS, IPOBEICHNUN
TEKYILEro pEMOHTA U
TEXHUYECKOTO
00CITy’)KUBaHUs, B
yCTpaHEHUH OTKA30B U
BOCCTaHOBJICHUU
PaboTOCTIOCOOHOCTH
ABTOMATHU3UPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEM B
3alIMIIEHHOM HCIIOJHEHUU

Tekyiuii KOHTPOJIb B
dopme:

YCTHBIX 3a4€TOB 110 TEMaM;
OIICHKH BBITOJIHECHUS
MPAKTUYECKHUX padoT;
OIICHKH BBITTOJIHCHHS
CaMOCTOSITENIbHOM pabOTHI.
BeimonHenuu pabor 1o
yueOHOM 1
MPOU3BOACTBEHHOMN
MPaKTHUKaM
WNurtepnperanus
PE3yNbTaTOB HAOIIOACHHIA
3a eSTeNIbHOCThIO
oOyuJaro1ierocst B mporecce
OCBOEHUS 00pa3oBaTeIbHON
IPOrPaMMBbI

Ox3ameH no [1IM.
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Koa v HanmeHoBaHue

npodeccuoHAIbLHbIX U 001U X

KOMIIeTEeHIINIA,
(popMupyembIX B pamMKax
MOIYJIsl

Kpurepun onenkn

MeToabl OIEHKH

OK 01 Bri6upatsb criocoOsl
penieHus 3a1a4
npohecCHOHATBLHOM

ACATCIIBHOCTH IPUMCHUTEIIBHO

K Pa3JIMYHbIM KOHTCKCTaM

—000CHOBAHHOCTh
MIOCTAaHOBKH II€JH, BBIOOpA U
NPUMEHEHHS METOJIOB U
CIoco0O0B pEIICHUS
po(heCcCHOHANBLHBIX 3a71a4;
— aJleKBaTHasl OIICHKA U
camoolneHKa 3P PeKTUBHOCTH
Y Ka4eCTBAa BBIMIOJTHEHUS
npodecCHOHATBLHBIX 331a4

DKcrepTHOE HAOI0/IeHNE
BBITOJIHEHUS TPAKTHYECKUX
pabot

OK 02

Hcnonb30BaTh COBpEMEHHbBIE
CpEJICTBA MOMCKA, aHAJIN3a U
UHTEpHpeTannu HHpopMau,
Y MTHPOpPMAIMOHHBIE
TEXHOJIOTUH ISl BBITIOJTHEHUS
3a/1a4 MpoQeCcCHOHATILHON

— OIEPaTHBHOCTH TIOUCKA U
HCIIOJIb30BaHMS
uHpopmaruu, HeoOX0 MO
JIUISL KAYECTBEHHOT'O
BBITTOJIHEHHS
npodeccuoHaNbHbIX 3a/a4,
— [IMPOTa MCIOIb30BAHUS
Pa3IMYHBIX UCTOYHUKOB

DKcrnepTHOE HAOII0IeHUE
BBITIOJTHEHUS MPAKTUYCCKUX
pabor

EATENLHOCTH nH(popMaIuu, BKIrOYas
AJICKTPOHHBIE
OK 03 -AIEMOHCTpAaIHs DKCHepTHOE HAOII0ICHUE

[InanupoBats u
peaan30BbIBaTh COOCTBEHHOE
npohecCuoHaIBHOE U
JUYHOCTHOE Pa3BUTHE,
IPEIIPUHIMATENbCKYIO
NeSITebHOCTD B
npodeccuoHansHOM chepe,
UCIOJIb30BaTh 3HAHUS MO
(uHaHCOBON I'PaMOTHOCTH B
Pa3INYHBIX )KU3HEHHBIX
CUTYaIHsAX

OTBETCTBCHHOCTH 32
NPUHSTHIC PEIICHUS;

— 000CHOBaHHOCTh
camMoaHau3a U KOPPEKIHs
pEe3yIbTaTOB COOCTBEHHOM
paboThI

BBITIOJTHEHUS PAKTUYCCKUX
pabor

OKO04

OddexTuBHO
B3aMMO/IEIICTBOBATH U
paboTaTh B KOJIJIEKTHBE U
KOMaH1e

—KOHCTPYKTUBHOCTh
B3aNMOJICHUCTBHS C
oOyJaronumuct,
IPEeToIaBaTesIMH U
PYKOBOJUTENSIMH MPAKTHKH B
x0J1e 00y4YeHUs U NpU
peleHnH mpopecCHOHATBHBIX
3ajay;

— YETKOE BBINOJIHEHHE
o0s3aHHOCTEN Mpu paboTte B
KOMAaH/I€ U/WUJIH BHIIOJHEHUH
3aJlaHus B TPYIIIIE;

— COOJII0ICHHE HOPM

DKcnepTHOE HAOII0IeHHE
BBITTOJTHCHHSA MMPAKTUYCCKUX
pabot
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Konx n nHaumeHnoBanme
npodeccuoHAIbLHbIX U 001U X
KOMIIETEHIIH i,
(popMupyembIX B pamMKax
MOIYJIsl

Kpurepun onenkn

MeToabl OIEHKH

poeCCUOHATLHON TUKU
npu paboTe B KOMaH/IE;

— MOCTPOCHUE
npo¢eCcCHOHATBHOTO
0OIIIEHUs C yIeTOM
COLIMANIBHO-
poeCCHOHATILHOTO CTaTyca,
CUTYyaIluu OOIICHWS,
0COOEHHOCTEH IPyIITBI U
VHIUBHTyJIbHBIX
0COOEHHOCTEH YYaCTHHKOB
KOMMYHHUKAIHH

OK 05

Ocy1ecTBISATh YCTHYIO U
IIMCbMEHHYIO KOMMYHHMKALUIO
Ha rOCYJJapCTBEHHOM SI3bIKE
Poccuiickoit denepaiuu ¢
y4eToM 0COOEHHOCTEN
COLIMAJILHOTO U KYJIBTYPHOTO
KOHTEKCTa

— I'PaMOTHOCTh YCTHOU U
IIICbMEHHOU peyH,

— SICHOCTh (hOPMYJIUPOBAHUS
Y U3JI05KEHUS MBICTIEN

— IIPOSIBIICHUE TOJIEPAHTHOCTHU
B paboyeM KOJJIEKTUBE

DKCHepTHOE HAOII0ICHUE

BBITTIOJTHCHHSA IMMPAKTHUYCCKUX

pabor

OK 06

IIposiBIATE TpaxaaHCKO-
MaTPUOTHYECKYIO MO3ULUIO,
JIEMOHCTPHPOBATh OCO3HAHHOE
MOBEJICHUE HA OCHOBE
TPaJULIMOHHBIX POCCUNUCKUX
JIyXOBHO-HPABCTBEHHBIX
IIEHHOCTEH, B TOM YHCIIE C
Y4ETOM TapMOHU3ALUU
MEXHAITMOHAJIBHBIX U
MEKPEITUTMO3HBIX OTHOLIEHUH,
MPUMEHSTh CTaHAAPTHI
AHTUKOPPYILIMOHHOTO
TTOBEJICHMUSI.

OIUCHIBATH 3HAYUMOCTh
CBOEH CIELUaIbHOCTH IS
pa3sBUTHS SKOHOMUKU U
CpCAbl ) KU3HCACATCIbHOCTH
IpaKaH POCCUKUCKOTO
rocy/1apcTBa;

DKCHepTHOE HAOII0ICHUE

BBITIOJTHCHHA MMPAKTUYCCKUX

pabor

OK 07

CopeiicTBOBaTh COXPaHEHUIO
OKpY’KaroIlleH cpespl,
pecypcocOepekeHuIo,
MPUMEHSTh 3HAHUS 00
W3MEHEHUH KIIMMaTa,
MIPUHIIUIIBI OEPEKITUBOTO
MIPOU3BOJICTBA, 3P PEKTUBHO
JIEWCTBOBATH B YPE3BbIUANHBIX
CUTYaIUIX

— co0II0AaTh HOPMBI
JKOJIOTUYECKON
0€30ITaCHOCTH;

— IIPUMEHEHNE HallpaBJICHUN
pecypcocOepexeHus B
pamMKax nmpogecCuoHaATHHOU
JeSITeTLHOCTH 10
CTHEeUATBHOCTH

- IPUMEHSATH B padoTe
MIPUHIIMIIBI OEPEKITUBOTO
IPOM3BOJICTBA,

DKcnepTHOE HAOII0IeHHE

BBITTOJTHCHHA MMPAKTHUYCCKUX

pabot
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Konx n nHaumeHnoBanme
npodeccuoHAIbLHbIX U 001U X
KOMIIETEHIIH i,
(popMupyembIX B pamMKax
MOIYJIsl

Kpurepun onenkn

MeToabl OIEHKH

aHAIM3UPOBATH MPOIIECC
paboThl HA IPEAMET
BBISIBJICHUS [TOTEPh U IS
COBEPLIECHCTBOBAHHUS
nporecca

- YMETb JIeHCTBOBATh U 3HATh
aJTOPUTM JICHUCTBUI IPU
BO3HUKHOBEHUHU
Ype3BbIYAHBIX CUTYAIIHI

OK 08

Hcnons3oBatk cpeacTna
bu3nyecKoil KyJabTyphl JUIs
COXPAHEHHUS U YKPEIUICHUS
3/10pOBbS B IIpoOLIECCE
npodeccuoHanbHOM
JESATEIbHOCTH U MOIEPKAHUS
HEOOXOUMOTO YPOBHS

- BBITIOJIHSATH JCHCTBHS B
paboueMm mporecce ¢ y4eTomMm
SPrOHOMUKH U C YIETOM
0€30MaCHOCTH JBMIKCHHIM

- TIO/I/ICP’KUBAThH
HEOOXOIUMBIN YPOBEHb
(U3UYECKOI MOTOTOBKH

DKcrepTHOE HAOI0IeHNE
BBITOJIHEHUS TPAKTHYECKUX
pabor

bu3nUecKoit

MOJI'OTOBJICHHOCTH

OK 09 — UCIIOJIb30BaHUE B DKcrnepTHOE HAOI0IeHNE
[Tonw3oBaTbes npoeCCUOHATLHON BBITOJIHEHUS TPAKTHYECKUX
npoQecCHOHAIBHON JIeATeTLHOCTH HEOOX0IMMOK | paboT

JIOKyMEHTaluen Ha
roCyJapCTBEHHOM H
MHOCTPAHHBIX S3bIKAX

TEXHUUYECKOH TOKYMEHTAIIHUH,
B TOM YHCJIC HA HHOCTPAHHBIX
SI3BIKAX

- [TornMaeT TeKCThI Ha
6a3oBble MpodecCHOHATbHBIC
TEMEL;

CTPOUTH MPOCTHIE
BBICKA3BIBaHHS O ce0e U O
cBOei nmpodeccruoHaIbHON
JIEATENIHLHOCTH;

KpaTKO 0OOCHOBBIBATH U
OOBSICHITH CBOU JICHCTBUS
(Teky1ye U MIaHUPYEMBIE);
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HHaHpreMme JIMYHOCTHBIC PE3YJIbTATHI B XOAC pCain3aluu IIporpaMMbIl

po(hecCHOHATEHOTO MOYJIS

JINYHOCTHBIE pe3yJbTaThl p€aju3alu NIporpammMmbl BOCIIUTAHUSA (}I.J'IH paﬁoqnx

NPOrpPaMM M CUHUILIHH /MOAYJIeH)

JInuHOCTHBIE Pe3yJabTaThI
peanu3anuu NporpaMMbl BOCIIUTAHUS
(Oeckpunmopwi)

Ko TMYHOCTHBIX
pe3yJibTaTOB
peaau3anumn
NMPOrpaMMbI
BOCITUTAHUSA

[IposBnsromniA ¥ JOEMOHCTPUPYIOLIUMN YBaXKEHHE K TPYAY 4YEIOBEKa,
OCO3HAIOIIMN LEHHOCTb COOCTBEHHOrO TpyJa M TpyAa JpYrHX JIOJAEH.
DKOHOMHYECKH AaKTHBHBIH, OpPHUEHTHPOBAHHBIH Ha OCO3HAHHBIA BHIOOP
cdeprl podecCuoHaNbHON NESITEIbHOCTH C YYETOM JIMUHBIX KHU3HEHHBIX
IUTAHOB,  MOTpeOHOCTEl  CBOEH  CEeMBbH, POCCHHWCKOTO  OOIIecTBa.
Beipakaronuii 0CO3HaHHYI0 TOTOBHOCTB K IOJIYYEHHUIO IPOPECCHOHATIBHOTIO
o0pa3oBaHMs, K HENPEPHIBHOMY OOpa30BaHUIO B TEYECHUE IKU3HU
JleMOHCTpUPYIOIINK TO3UTUBHOE OTHOLIEHHE K PETYJIMPOBAHUIO TPYAOBBIX
OTHOILICHHUH. OpueHTUPOBAaHHBIN Ha camMoo0pa3oBaHHe "
poheCCHOHATTEHYIO NEPETIOATOTOBKY B YCIIOBUSIX CMEHBI
TEXHOJIOTUYECKOIO YKJIaJa M COMYTCTBYIOIIMX COLMAJIBHBIX IIEPEMEH.
Crpemsmuiics K (QOPMHPOBAHHUIO B CETEBOM Cpele JIMYHOCTHO H
1po¢heCCHOHATILHOIO KOHCTPYKTUBHOIO «IIU(POBOTrO ClIeaa»

JIP 4

JIEMOHCTpUPYIOIINK TIPUBEPKEHHOCTh K POJHOM KYJIBTYpe, UCTOPUUYECKON
MmaMsTH Ha OCHOBE Jt0OBH K Ponuue, Hapomy, Majnoil poauHe, 3HAHHUS €ro
UCTOPUM M KYyJIbTYpbl, IPHUHATHE  TPAAULHMOHHBIX  LICHHOCTEH
MHOTI'OHAIIMOHAJILHOT'O HapoJa Poccun. BeIpaxxaroniui CBOIO
STHOKYJBTYPHYIO HJIEHTHYHOCTh, CO3HAIOIIMN ce0s MaTpuoTOM Hapoja
Poccun,  nesaTenbHO — BBIp@KAIOIIMN ~ 4YYBCTBO  MPUYACTHOCTU K
MHOTOHallMOHaNbHOMY Hapony Poccum, k Poccuiickomy OrteuecTBy.
[IposBnstomuii IEHHOCTHOE OTHOLLIEHUE K MUCTOPUUYECKOMY U KYJIbTYPHOMY
Hacjleauoo HapoioB PoccuM, K HalMOHAIBHBIM CHUMBOJIAM, IIPa3IHUKAM,
NaMsATHUKAM, TpaJulUsM HapoJoB, MpoxuBarommx B Poccun, K
COOTEYECTBEHHHUKAM 3a pyoexxoMm, MO IEP/KUBAOLIU I nux
3aMHTEPECOBAHHOCTh B  COXPAHEHUHM  OOIEPOCCUHCKON  KYJIbTYypHOMU
WIEHTUYHOCTH, YBAKAIOIIUI X IIPaBa

JPS

Oco3HatromMif M JIeATENbHO BBbIPAXKAIOMIMKA TNPUOPUTETHYIO LIEHHOCTD
KaKIOM YeIOBEYECKOM JKHU3HU, YBAXKAKOIIUKM JOCTOMHCTBO JIMYHOCTH
KOO0 4YeJIOBEKa, COOCTBEHHYI0 U YYXYI0 YHUKAIBbHOCTb, CBOOOAY
MHPOBO33PEHYECKOT0 BBIOOPA, CaMOOTIpe IEIEeHUsI.

[IposBnstomuii  OepekIMBOE M YYTKOE OTHOLIEHHE K PETUrHO3HON
IIPUHAJUICKHOCTU KaXI0ro 4YeJIOBEKa, NMPEAYNPEAUTENbHBIA B OTHOLICHUHU
BBIPAKEHMSI IIPAB M 3aKOHHBIX HHTEPECOB APYTHUX JHOJAEH

JP 7

bepexxnuBo OTHOCAIMICA K HPUPOJHOMY HACIEOUIO CTpaHbl U MHUDPA,
MPOSABISAIOMUN CHOPMUPOBAHHOCTh IKOJIOTMYECKOW KYJIBTYpPhl Ha OCHOBE
MOHUMAaHMsI BIMSHUS COLMAJIBHBIX, SKOHOMUYECKUX U TNPO(hecCHOHAIBHO-
MIPOU3BOJCTBEHHBIX IMPOLECCOB HAa OKPYKAMOMIIYIO Ccpelny. Bripaxkarommit
NEATEIbHOE  HENpUATHE  JNEHCTBUM, MPUHOCALIMX BpeA  NPUPOAE,
pacrmo3HaOMi  OMACHOCTH  Cpelbl  OOWUTaHus, MpeAyNpeKIaroInii
PUCKOBAHHOE MOBEJACHHME APYTHX TI'PaKJaH, MOMYJISIPHU3UPYIOMUN CIIOCOOBI

JIP 10
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COXpaHEHUs MaMATHUKOB IMPUPOALI CTpPaHbl, PETHMOHA, TEPPUTOPUH,
MOCEJICHHsI, BKJIFOUCHHBIN B OOIIIECTBCHHBIC HHUIIMATUBBI, HAITPABJICHHBIC HA
3a00Ty O HUX

[IposBisifomuii - yBakeHME€ K HCTETHUECKUM LEHHOCTSM, OOJalaroui
OCHOBAMHM 3CTETHMYECKOM KyJbTypbl. KpuTudecku OLCHUBAOIIMK WU
NEATENIBHO MPOSIBILAIOIIMN IIOHUMAaHUE SMOLMOHAIBHOIO  BO3ACHCTBHSA
HCKYCCTBa, €r0 BIMUSHHA Ha AYLUIEBHOE COCTOSIHUE U IIOBEICHUE JIIOJCH.
bepexxnuBo OTHOCSIIMNCA K KyIbType Kak CpPEACTBY KOMMYHHKALMM H
CaMOBBIpD@KEHHSI B  OOIIECTBE, BBIPAXKAIOIIMKA  CONPHYACTHOCTH K
HPAaBCTBCHHBIM HOpPMaM, TPaJuLUsAM B HCKyccTBe. OpHEHTHPOBAHHBINA Ha
COOCTBEHHOE  CaMOBBID@KEHHE B DPa3HBIX  BUAAX  HCKYCCTBA,
XYIOKECTBEHHOM TBOPYECTBE C YYETOM POCCHHCKHMX TpaJULMOHHBIX
JTyXOBHO-HPAaBCTBEHHBIX ~ IICHHOCTEH,  ACTETHUYECKOM  OO0YCTpoiicTBe
coOCTBEHHOro ObITa. Pa3nenstomuil IeHHOCTH 0T€YECTBEHHOIO U MHUPOBOTO
XyJIO’KECTBEHHOI'O HAaCJEeAUs, POJIM HApPOAHBIX TPaAULUNd U HApPOIHOTO
TBOPUYECTBA B HCKYCCTBE. DBbIpakalomuii IEHHOCTHOE OTHOLICHHE K
TEXHUYECKON Y IPOMBIIUICHHON ICTETUKE

JIP 11

JInyHOCTHBIE pe3yJIbTAThI

peain3allum NporpaMmmbl BOCIIMTAHUS, OIIPEACICHHBIC OTPACI€BbIMU TpeﬁoBaHI/IHMH

K J€J0BbIM KadeCTBaM JIMYHOCTH

CrocoOHBI Npu  B3aMMOJECHCTBUM C JAPYTUMH JIIOJbMHU JOCTUIATh
MOCTABIICHHBIX 1EJeH, CTpeMsIIuics K (OPMUPOBAHUIO B CTPOUTEIHHOM
OTpaciii U CHUCTEME >KWIMIIHO-KOMMYHAJIBHOTO XO3SIMCTBA JIMYHOCTHOI'O
pocTa Kak npodeccuoHana

JIP13

CrocoOHBIM CTaBUTH Iepes COOOM IMenu IO IS PEIICHUS BO3HHUKAIOIINX
npodecCHOHANBHBIX 3aJa4, MOAOUPATh CIIOCOOBI PEIICHUS W CPENCTBa
pa3BUTHS, B TOM YHCJIE C MCIIOJIb30BaHUEM HH(DOPMAITMOHHBIX TEXHOJIOTHH;

JIP14

ConericTByromui (hopMHUPOBAHUIO MIOJIOKUTEIBHOTO obpaza 31
MOJJICP>KaHUI0 ITPECTHXKA CBOeH mpodeccuu

JIP1S

CriocoOHBINM MCKaTh U HaXOAUTh HEOOXOAUMYI0 HMH(OPMALUIO HCHOJIb3Ys
pa3HOOOpa3Hble TEXHOJIOTHM €€ MOWCKA, Ul pEIIeHUs BO3HUKAIOUIMX B
Ipolecce NPOU3BOJCTBEHHOM JESTEIbHOCTH;

JIP 16

CrocoOHBII BBIABUTATH albTEPHATHUBHBIC BAapUAHTHl JCHCTBUI C IENBIO
BBIPAOOTKH HOBBIX ONTUMAJBHBIX AJITOPUTMOB; MO3UIIMOHUPYIONIUI ce0si B
CeTH KaK pe3yJbTAaTUBHBIA U IIPUBJIEKATEIbHBIM YYACTHUK TPYIOBBIX
OTHOIIIEHUH.

JIP 17
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